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Goals and Purpose 
of the Truck Matrix



What’s the Problem?
• Fleets – especially the big ones – specify their truck orders down to every last component 

and detail. 

• Cybersecurity is mostly opaque to them

• Some fleets are discerning enough to drop certain components with perceived risk (e.g. 
OEM telematics/virtual diagnostics)

• How to enable transparency of Cybersecurity?

• Dropping components might not be an option forever



Truck Matrix Goals

• Provide a comprehensive set of requirements and accompanying supplier questionnaires 
which can be used by fleets to:

1. Assess Cybersecurity posture of equipment before purchase

2. Afford some contractual guarantees of Cybersecurity presence in the equipment

3. Drive adoption of comprehensive Cybersecurity by the OEMs by tying it closer to the $

Ideally:

• Make the requirements easy to consume by OEMs

• Make the requirements testable by the fleets



History and Context



The TSRM

• Very similar goals - but for telematics devices

• Good participation from TSPs - they were receiving varied security requirement 
questions from their customers

• Created a single set they could answer from

• Over all 4 possible components of a 
telematics system



Truck Order Sheets

• The de-facto means of fleets spec’ing a truck
• Specify everything from radio/cd-player to lug nuts

• We found 16 order sheet lines with obvious electronic components (e.g. things like paint 
excluded for now)



Truck Network 
Architectures/Topologies

• Gets pretty hairy

• WG (eventually) identified 162 unique 
electronic components that might be on a 
truck

• Multiple points of access: OBD, RP1226, 
J560, RP170, wireless, telematics
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Common/Abstract 
Vehicle Topology



The Development Approach

• Re-use or otherwise leverage the work from the RFPCTL workgroup – started by Volpe –
resulting in the Telematics Security Requirements Matrix (TSRM)

• Create a new mapping of those requirements for truck components

• Listing requirements for each of the 162 controller applications which could be components 
was infeasible.

• ➡ started with classifying the controller applications by risk tier

• Risks estimated via EVITA: probability x impact

• But probability based on topology survey; i.e. EVITA attack potential based on window of 
opportunity only, all other aspects considered equal.



Survey of Vehicle Network Topologies (1/3)

• Without having to see the network architectures that the OEMs don’t want to share
• OEM Homework #1: survey and respond with the ‘degrees of separation’ of the component 

from a few key points in the vehicle networks:

• Degree from OBD connector

• Degree from RP1226 connector

• Degree from J560 connector

• Degree from other connectivity (BT, WiFi, Zigbee, TPMS, any)

• And also report if a component connects to multiple vehicle network segments

• (i.e. enables scope change / pivot on compromise)



Survey of Vehicle Network Topologies (2 of 3)
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Survey of Vehicle Network Topologies (3/3)

• We used those results to estimate ‘probability of compromise’ via ‘Scope 
Change’ and ‘Attack Vector’ (without controls) and combine it with our 
estimated fleet impacts to get risk levels

• BONUS: 28 controller applications were identified as ‘not common’ – WG 
resolved to not worry about classifying them



A Basic Risk Analysis



• We elected to follow (in the spirit 
of) EVITA 4 possible impacts with 
5 severities each Combined with 
attack success likelihood

• We interviewed fleet participants 
and extracted severities for 
successful attacks.

Fleet Impacts



Fleet Impacts
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Probability of Events

• The goal was to sort and group the devices. We assumed all devices had everything else equal (e.g. 
security assurance/code quality)

• Leaving the biggest factor in successful attack probability: connectivity

• Attacks could come from many points of connection

• OEMs each gave their own degrees of freedom estimates for each point of connection

• We created a probability index substitute for EVITA based on the minimum degree of separation from 
the OEM responses



Successful Attack Probability 

For each component:

1ܵ ෍′conn pts′max∙ ܯ,0 − min′OEM responses′ ′deg from conn pt′
, where M is the degrees sufficient to be ‘safe’: 2

and S was selected to scale the index to EVITA’s expected [0,5]: 2.4

NB: uniform weighting – WG decided all connection points are of equal concern



• We were able to get severities from 
fleets; they weren’t ready to comment 
on controllability

• ⏩assumed C=1 throughout

• Risks were calculated for all four 
impacts: Financial, Operational, 
Safety, Privacy

• And an additional risk we added: 
Scope change risk. Created as an 
additional S3.

• Then summed all 5 for ‘total risk.’

EVITA Risk Calculation
(modified)

https://www.evita-project.org/Publications/Rud10.pdf
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The Result: Device Classes
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Work Continued; Classes Refined

Commits to https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements

Feb 4 2022 

Initial commit

VCRWG work on survey

VCRWG work on gateway requirements

https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements


The Result: Device Classes
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Requirements Management



History: TSRM Management in Excel

The WG for the TSRM:

• Created 77 unique cybersecurity requirements

• …With their own public references

• …With their own V&V steps

• …Over a few years

• …All in an excel sheet (maintained by yours truly)



TSRM Management in Excel !!!



TSRM Management in Excel

The release process for the TSRM is manual

A. Update the printable form

B. Unhide some columns in the questionnaires

C. Sort

D. Add/remove rows

E. Unsort

F. Re-hide columns

G. Save + Close



OSS Requirements Management: Doorstop and Strictdoc

• Doorstop is a free version developed to work in the spirit of DOORS

• One file per requirementم

• ✅Text-based requirements

• Strictdoc (started as a doorstop fork) has the same function

• ✅ One file per document

• ✅ Text-based requirements

• ✅ Requirement interchange export & export

• ✅ Requirement Coverage

• ✅ Browsable Docs

• Beta maturity softwareم



Trying-out Strictdoc
The vcr-experiment



• Both in terms of next logical attack step 
AND

• modeled risks:

• NB: both intended gateways and 
unintended gateways are the next 
biggest risk

The next biggest risk: Gateway Devices



CTSRP Workshop Nov 2021 Breakout Session

• 1 hr (only) session with ~ ½ of the workshop’s ~60 attendees

• Discussed and tried to answer:

• Definitions: gateways, unintended and intended, trust domains, untrusted domains

• Features/functions of an intended gateway

• Of an un-intended gateway: security requirement that it will not perform any gateway functions

• Security requirements of intended gateways

• While I furiously took notes and prepared a deck for return session

• We also luckily had a presentation on security gateway devices earlier that day (from Dr. Ken Tindell 
of Canis Labs)





• We took what was discussed in the 
breakout session and captured it as a 
strictdoc

• And kept refining it

• https://github.com/nmfta-repo/vcr-
experiment

The vcr-experiment

https://github.com/nmfta-repo/vcr-experiment


vcr-experiment commits

Commits to https://github.com/nmfta-repo/vcr-experiment

Nov 21 2021 

Initial commit

https://github.com/nmfta-repo/vcr-experiment


Re-working the Requirements: How to Model?

• After some refinement and WG meetings…

• We had requirements where an abstract (goal) requirement must have all the more-concrete 
requirements satisfied : all-of

• We had requirements where an abstract requirement could be satisfied by one or more concrete 
requirements: one-of

• Not clear how to model this in strictdoc.

• Plus capturing them in a ReqIF exportable form would be best

• ReqIf does not have a way to model all-of/one-of children requirements. It has only parent-child; 
therefore we need to capture all-of children or one-of children in the text.



• We added an include file feature 
for re-use of requirements 
document fragments

Strictdoc feature: 
Include Files



• We added excel import so that we 
could re-use the TSRM Excel held 
requirements. 

• We also made a mostly automated 
TSRM import script and captured the 
result in vcr-experiment for now.

Strictdoc feature: Excel



• Using the excel importer

• Create a main requirements file and

• One ‘stub’  for each applies-to 
component: Cloud, Communication, 
Mobile, Vehicle 

• Stub requirements are just ‘must 
satisfy XXX’ with parent XXX

Importing the TSRM into vcr-experiment



Canis Labs Gap Analysis

• Canis Labs has developed CAN security gateways with a great deal of thought into preserving CAN 
atomic multicast property and security requirements also

• Ken Tindell of Canis Labs has participated in the WG since the breakout session and

• Canis Labs has performed requirements coverage/gap analysis of the current vcr-experiment 
requirements and the Canis Labs security gateway:

https://kentindell.github.io/assets/docs/2201 2022-03-22 

36507b1b09a6dd9cdbc07c4e0686c4b16ed8a1a0d317726ccc9

e3cc3060a4e39.pdf

https://kentindell.github.io/assets/docs/2201%202022-03-22%2036507b1b09a6dd9cdbc07c4e0686c4b16ed8a1a0d317726ccc9e3cc3060a4e39.pdf
https://kentindell.github.io/assets/docs/2201%202022-03-22%2036507b1b09a6dd9cdbc07c4e0686c4b16ed8a1a0d317726ccc9e3cc3060a4e39.pdf


Demo of vcr-experiment Strictdoc
Documentation



Current NMFTA 
Vehicle Cybersecurity 

Requirements (VCR) status



• All the survey results from OEMs 
collected

• Basic risk analysis and device 
classification

• Could be improved too:
More impact input from fleets

More vehicle survey results from OEMs

• Note: can be used to run analysis 
of a particular vehicle to compare 
against this classification

Network Topology Survey and Risk Analysis



• We’ve re-organized the device 
classification into a document with 
the order sheet lines as the 
categorization. 

• Since order sheets are the primary 
way to spec trucks we hope this is 
the most useful format for fleets.

Order Sheet View



• It’s possible that a during fleet-
OEM discussions there is a 
component which has not already 
been analyzed or classified.

• We provide heuristics (rules) to 
apply to classify a device in those 
cases

Class Heuristics View



There were, however, lots of 
incongruencies in names which we 
documented

• Components that aren’t named at all 
in the most recent J1939 DA

• Components which have more 
common industry names (aliases) 
than the DA captures

• Duplicated components within the DA

• (we also documented all the J1939 
components which we did not analyze 
because they were outside the truck 
matrix scope of North American Class 
7+8)

Other Resources: Component Names



• We hope to have fleet-testable 
requirements.

• To that end we have committed our 
heavy vehicle testing plan to the repo 
to serve as a seed for hosting the 
eventual test plan corresponding to the 
vehicle security requirements.

Other Resources: Truck Testing Plan



Next Steps



Still TODO

In vcr-experiment:

• Capture fleet acceptance tests for each of the requirements, just like the TSRM

• Publish an interim report on this work and the requirement details

In nmfta-vehicle_cybersecurity_requirements: (over)



Expand to a Coherent and Comprehensive Set

• We have a comprehensive set of telematics requirements

• We have a comprehensive set of gateway requirements

• We can abstract/extract many from those to apply to all vehicle components BUT

• We know more will be needed.

• This is the biggest part of the next steps and with the most unknowns



Iterate and Refine the “How to Use” with Fleets
• We’ve outlined a process that we think will work during fleet procurement of equipment

• The ‘discovery of device classes’ part of the process needs the most development

• It is of paramount importance that this is useful to the fleets

• We must get a trial run of this process and/or fleet feedback on how to enable uptake of the 
requirements into their equipment purchasing
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Conclusions



Observations Along the Way

• OSS requirements management and exchange is in a workable state thanks to strictdoc

• There are a lot of different names for vehicle components

• The SAE controller application names don’t capture all the obvious candidates on a modern truck

• There are many un-gatewayed components on a modern truck

• Gatewaying CAN (and probably any other control loop path vehicle network) is not just a firewall



Deliverables So Far

1. Picture of a ‘typical’ class 8 truck network architecture

2. List of common components and their aliases

• Mapped to J1939 names wherever possible

3. Risk analysis of common components based on typical/average truck network architecture and 
fleet impact

4. Assignment of components to risk classes based on the above

• Plus a heuristic for classifying future components

5. Draft cybersecurity requirements for vehicle network gateways and multi-segment components

• In machine-readable (ReqIF) format

• Plus a gap analysis of requirements against a current gateway solution

6. Heavy Vehicle Testing Plan



Next Deliverables

• Publish interim report of requirements for gateways and multi-segment components

• PDF whitepaper and In ReqIF for easy interchange and coverage analysis

• Comprehensive vehicle component security requirements

• In ReqIF for easy interchange and coverage analysis

• In questionnaire format for the rest

• A ‘discovery’ process focusing on truck order sheet view and guiding the compilation of 
requirements/questionnaires for procurement conversations



Conclusion

Work is ongoing.

Watch this space:
github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements

If interested in contributing, apply for membership to the working group: 
ben.gardiner@nmfta.org

https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements
mailto:ben.gardiner@nmfta.org


Thank You

Send feedback to John.Talieri@nmfta.org

mailto:John.Talieri@nmfta.org

