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Can Frontier Al Models Secure Embedded Software?

Evaluating Al models for vulnerability discovery in automotive embedded systems

O RAPID ADVANCEMENT IN

FRONTIER Al EMBEDDED SOFTWARE VULNERABILITIES CYBER CAPABILITIES
MODELS (ECU / DIAGNOSTICS MODULE) & EXPLOITS » Frontier Al medels continue to advance their

cyber capabilities.

= Meodels like Mythos, 5.6-Cyber and Astra have
demaonstrated by finding several vulnerabilities
in open source as well as capable creating
advance exploits.

0 RESEARCH QUESTIONS
Can frontier Al models find vulnerabilities

in embedded source code?

Advancing cyber Complex C/C++ code, Security weaknesses e it
capabilities stateful operations, and enable real-world :
resource constraints attack paths

OBJECTIVE
Evaluate the effectiveness and cost

efficiency of state-of-the-art Al models
when analyzing a real-world automotive
diagnostics module.

-6::} Frontier Al models as force multipliers in discovering and exploiting vulnerabilities.

o1

DIAGNOSTIC HANDLERS

698 KB

SOURCE SIZE

12,333

LINES OF CODE

@ ASSESSMENT TARGET
DIAGNOSTICS MODULE
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@ OBJECTIVE

vulnerabilities in Automotive AutoSAR C/C++ codebases.

Validate whether Al-driven security agents can effectively discover

Y

_—

@ POC CONFIGURATION ‘

NO FRONTIER Al
MODELS USED

@ Conducted using the Bosch Al Farm
and freely available models

@ Designed as a low-cost
feasibility study

@ Focused on architecture validation
rather than model benchmarking

@ BOSCH

Al Farm

POC SUCCESS = YES IF

cg;'

CAN Al FIND VULNERABILITIES
IN EMBEDDED SOURCE CODE?

Analyze real Automotive AutoSAR
projects
(] Discover security weaknesses using

graph reasoning and multi-agent |
analysis

IS IT EFFECTIVE?

\".

SUCCESS CRITERIA

@ |dentify and validate at least
one real vulnerability

& Generate supporting evidence

€ Uncover issues that traditional tools
may miss

& Demonstrate reproducible findings

o KEY RESEARCH QUESTION 1 ‘ | o KEY RESEARCH QUESTION 2

i e KEY RESEARCH QUESTION 3

IS IT EFFICIENT?

COST TARGET

%3 Complete the analysis pipeline
for under $500 USD

% Measure cost versus vulnerability yield

% Evaluate feasibility for
large-scale deployments

/ At least I:!I'IE _ Total execution — Findings include Workflow operates
O w:llnerablllty iz cost remains —= evidence and ( autonomously
discovered and below $500 USD a risk justification end-to-end

validated

approach to Automotive Embedded Security Analysis.

2 ” GOAL: Determine whether modern Al agents can provide a practical, scalable, and cost-effective
77
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Diagnostics Module Vulnerability Assessment -

Overview

DIAGNOSTIC HANDLERS

51

@ 698 KB

12,333

oAt

EXPLOIT METRICS SUMMARY (14 FINDINGS) SERVICE OPERATION DISTRIEUTION (UDS)

COUNT PERCENT
High Severity 1 0.0%
Medium Severity 12 I 85.7%
Low Severity 2 B 14.3%
Exploits Attempted 14 1 100%
Exploits Confirmed (Pwned) 2 I 14.3%
Exploits Failed / Rejected 12 85.7%

Explons confirmed: 2 uf 14 [14%]

VULNERABILITY CLASSIFICATION & ROOT CAUSES (ACROSS 14 TARGETS)

KEY EXPLOIT FINDINGS (PWNED DIDs)

] Triggered repeatable DolP/transport
connection reset / Denial of Service,

& Triggered repeatable peer-initiated
transport disconnect / ECU reset,

SNVIFTA

 CYBERSECURITY
B CORFEREMCE

SERVICE TYPE (UDS)

@ Write Data {(0x2E) 9
@ Read Data (0x22) 3

14.3%
@ Routine Control (0x31) 2 -

@ Total Findings: 14

COUNT

21.4%

CATEGORY COUNT PERCENT
Concurrency & 6 42.9%
Race Conditions  (i—————
Memory & 5 35.7%
Buffer Safety =
Error Handling & 3 21.4%
State Masking | —

0% 20% 40%

PERCENT

64.3%

PRIMARY IMPACT PATTERN

Input data ignored; unchecked
sequential NvM writes; missing |
length/format validation.

Qutput data buffer unwritten;
unconditional E_NOT_OK returns;
unexpected side-effect NviM
writes during reads.

Inconsistent error propagation;
unhandled routine input/output
signals; ignored RTE status.

PRIMARY ROOT CAUSE PATTERN

Redundant memory operations without
synchronization/locking; risk of race
conditions and unintended state corruption.

Redundant memcpy and buffer handling;
potential uninitialized memory exposure
and data integrity issues.

Errors overwritten by subsequent calls;
status masking and unassigned error
eodes leading to loss of error context.

60% 80% 100%




Diagnostics Module Vulnerability Assessment — Overview

w =T I —
TOTAL INPUT TOKENS © o0 g

6,832,545

i oy
TOTAL OUTPUT TOKENS

1,644,145

{Includes 576,624 Reasoning Tokens)

DIAGNOSTIC HANDLERS

o1

| USED FOR EXPLOIT |
E Input Tokens: 357,202 :
i : Output Tokens: 97,899 :

{Inclwdes 51,300 Reasoning Tokens) !

698 KB

TOTAL CALCULATED COST BY MODEL

®

W $220.53

$200
$159.00 $159.00
$150

$100

Total Cost (USD)

$50

@ 12,333

$1.06

$0

gpt-5-nano opt-5.6-luna GPT-5.6 Sol Claude Opus 5 Claude Fable 5 GPT-5.6 Cyber Claude Mythos
Model Name
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e-------- SCANNING & EXPLOITATION WORKFLOW - ..
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or» [2) piscoveny acen JRIL.2.) INGESTION & PARSING
‘ (Automated)

Source Code & Config {Multi-Agent)

q} Application Code

(. h)

Analyzes praject structure,
i HTE /BSW / MCAL understands stack & platfarm
(wendor cade) and extracts key conbest,

% Config Files
{.arzml, .oil, .cfg)
E_H Build Files

“{8}  (CMakeLists.ua, ete)

All project artifacts

@ MU Guass
L5 stack Vandor Guess
P Vendor | Ap Folders

2] Conig & Buld Fies

[F] sesrch ptan & Swings

End-to-End Automation

Fram code ingestion ta explalt
validation and reparting with
mirmmal manual efart.

Parses code & conligs,
extracts facts and builds
graph payloads.

F Functions foyte spas, LRy
B clonsis s variabies

E Types | Macros

[£) o6 Entities (Tasks iseis, eae)

(&) oSy signas 1 oiDs
[o) Calls Rusds | Writes

E:; Config & Ralationskips

Graph-Powered Analysis

Unified code property graph
enables deep context, impact
analysis and precise results.

Oy
&

=

=

[Multi-Leep] [Multi-Agent, Multi-Loop)

Q) e Q¢ s W7 oo |
{ MODULE

(Mubti-Agent, Multi-Leap] |

Stares the unified code property Generates hypotheses, ranks Runs muitiple deep-scan Crafits LIDS sxphoits, sends Corsolidates results and
graph with rich relationships. and prioritizes likely agents (thecrem provers) e ECL, analyzes responses | generates actinable
wul nerability camd iclates. 1o validate wlnerabilities. and adapis sirategy. wulmerabality reparts.

i Ll

o« o | | *
w

| Priotized Risks Status [Viidated [
hiﬁmd.r:l'mr-:hi}ﬂ,l
Atack Surfnces ; ’
[Evidence & Details
Taint { [132a Flows @ e
il hgast ionG
Suspact Functions

Recarmgaed Findings
@ g

=1 Initial Evidence

!.-"'-'.’ '._II ™ ®
uns |
Servica '.'—~—~—I;: l::,
Tpe  Macro v
Enables powerful traversals E"!'
and impact analyss.
N
KEY CAPABILITIES

Multi-Agent Intelligence

Specialized agents collabarate in
multi-koop workflows for higher
accuracy and fewer false positives.

O

- +

Feedback Loop: Findings, Evidence & Outcomes
continuously refine the next iberation

Real ECU Validation

O
Li¥5-based exploitation against | v I
real ECUs for true vulrerability

walidation.

©

(] Expioit itempss

ECU Responszes | o=

Mo Responss i
Exploit Ouicoma
£5ue cass § Fail) =
&
IE] Eeveulion Hasary f.;.'!
4
Actionable Outcomes
Chear reports with evidence,
risk ratings and mitigation

guidance

o AT -, ST -, ST ST - ST ST - ST

Vadneratilty Report



LLM REASONING MODEL LLM WITH AGENT HARNESS

Fast, general responses Thinks before it answers Acts to achieve goals

Tool Integration

Single Pass Chain—of-Thnught Connects to tools/APls, data sources,
and external systems.
. : Step 1 Step 2 Step N 15
Input | = - | Output Udarstandl | =¥ | Bresk clowii | =+ | Spnthetize
. the problem and reason answer

iterates until the goal is achieved.

{

Guardrails + Error Handling

Enforces safety policies, validates
outputs, handles failures gracefully.

Prompt in — respanse out

Breaks the problem into steps,
reasons through them, then answers.

Control Loop (Orchestration)
Plans, acts, observes results, and

JEETA




®
22, AGENT1 : AGENT 2 ASENT3
5 2 Regex Synthesis & Validation
Query Plann ent g
. .u. Discovery Agent ¥ ing Ag (Multi-Loop) Agent
INPUT
Traversal / Folder Analyzes folder structure Uses discovery output to Generates and validates regex patterns
Structure and makes initial guesses plan what to search for. for configs (RTE, RTOS, AutoSAR, etc.). - .
about platform and stack.
! proj INPUT ] o - INPUT PARSERS /
N ey (From Agent1JSON) | itk F h resul DOWNSTREAM
- B App OUTPUT {JSDH} G FYTHOM SEARCH {Frem Agent 2 search results)
B v OUTPUT & EXTRACTION —
e [(Search Plan) —
0 include “"mcuguess”: "Infineon TriCore”, Files to Search (patha/globe}: e
3 diag "stackvendor”: “Vecter”, i PP K Traverse filesystem O
- e aidar faldarars * *=f*.arxml using search plan
— security vendorfelders™: [ ® mmfE ag] U lidated
"Bow™, “Mcal®, “EcuM", » Rta/*,json B e W e validabe I'EQEK_
+ 3 Baw “Rte”, "0s", “BSWMDY" » Bywi**/Bsw* . c % Finnd matching 4 Rofine MULTI-LOOP 3. Apply to paﬂgrns for dynamic
B Mcal ] . Ds/* files & strings ; UNTIL : parsing of:
. ' s *=/CMakelists. tut _ Patterns | i) iDATED Sppat
™ EcuM e “appdomains”: [ — . e Makefile s — ! » RTE Configs
“diag”, "security"”; "comms", = Extract snippets L RTOSCDHEI-ES
R £ <>
B Rip “nvram” 51‘.::?5 oAt . and context = MCAL Configs
* 3t ———,
el 1 . 0s. 3. Validate + All AutoSAR Configs
= BSwWMD - i ", ; i :
s i i i [Precision & Recall « Build Files
"eonfig/aystem. arxml”, . DEM_ uTePu T (I N e C
- [0 config "config/ECUExtract. ar=ml” , . |:_¢ur._-|_ (To Agent 3) = + : i
. | " Bsw./BswM/Bewi. arxml”, = Com_ - Validated Feeds into:
..._ a.xm "Rte/Rte_Config.arxml”, : E:: M 1] Neodj Code
L ail "econfig/Os . 0il”, = Crypto_ = Matched Strings OUTPUT
] L » Sachl (with locations) Property Graph
[l CMakeLists.txt "CHMakelists.tet”, . R _ {Validated Regex Patterns)
[ Makefile “hakefile® . CanIf_ * Snippets / Context + RTE Config Patterns &
. Pdult {head)/tail) Vulmerability
] - = RTOS [O5) Patterns Aisabind &
} : ;“';—H « File Metadata « MCAL / BSW Config Patterns mayl Agun
e « Other AutoSAR Config Patterns
« Yectar « Build [ Linker Patterns
= Autosar
( 1
* SUMMARY |
[ ]
Discovery Agent Query Agent plans Hardeoded search ég% Multi-loop agent builds & validates 0" Validated patterns power
understands codebase —* intelligent search  —3 executes and extracts —3 e regex for robust, version/variant = 1= parsers for dynamic
L - .
and stack. strategy. real data, m agnostic parsing. @ analysis at scale.
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Captures True Powerful Traversals Holistic Multi-Domain Accurate & Contextual Scalable & Performant Incremental &
Relationships & Impact Analysis View Analysis Evolvable
Models functions, variables, Instantly trace call chains, Unifies application code, Better precision (less noise) Graph databases handle Easy to incrementally
macros, OS5 entities and their data flows (read/write), RTE, MCAL/BSP, OS config than text matching; context millions of nodes/edges and update, version and extend
interactions as a graph UDS paths, and signal and network/diagnostic from types, macros, and support concurrent queries as new parsers or code
(e-g., CALLS, READS_VAR, propagation across large artifacts in one relationships improves for enterprise-scale variants are added.
WRITES_VAR, HANDLES_UDS, codebases. connected graph. vulnerability reasoning. SAST workloads,
SENDS_SIGNAL, etc.).

How Parsing is Ingested into the Graph Database

_____ % 1. Parsing & Extraction 2. Graph Payload Builder 3. Batching & Ingest 4. Resulting Code Graph
(ingest/parser.py) (ingest/builder.py) (ingest_batch =+ Graph DE) in the Database

coseqeiep ydeio e AUmm

Converts extracted facts Batches of nodes & edges A connected property graph of
& AST Parsing (Functions, . -
3 into graph elements are sent to the database the entire embedded system
Types, Declarations,
Calls, Identifiers) MNODES (Examples) Function Node (exampie) 2 aa .
; - IngestBatch ;
& Macro Extraction F Function labels: [Function] B (fiem gt 0004) READS VAR Globalariable
{Aliases, Definitions) 0 GlobalVariable ——— (nodes + edges) o g_RequisiData)
tree-sitter @ Regex Fallback —p E TypeDefinition name: “Dem_ReadData_0004" —+» ~¥ @ WRITES VAR .
C Parser (AUTOSAR FUNC/TASK) & MacroDefinition storage_uri: *fileyDem_DID_0004. s .8
byte_span: "12345-12456" [Dem_StarCffnception) OsTosk
& Dcm DID Table S OsTask / Oslksr f OsResource i (MainTask)
M a ! is_vendor_code: false HMPLEMENTS_TASK
Extraction ﬁ UdsService / MetworkSignal is_harchware_eniry: false .’ - ‘.
= RECETVES_SIGHAL
DemDidTableEntry } Py NetworkSignal
(DD _Chel o) » (VIM_Rxindication)
Output: Structured Facts EDGES (Relationships) DEPEMDS_ON_TYPE
Functions, Variables, Types, Macros, CALLS, READS_VAR, WRITES_VAR, HANDLES_UDS, USES MACRO e
05 Entities, UDS, Signals, Calls, RECEIVES_SIGNAL, SENDS_SIGNAL, IMPLEMENTS_TASK, AL ot
Reads/Writes, ete. DEPENDS_OM_TYPE, USES_MACRO Stored Graph [Derm_KagiivlmporaeCocelips) .. (Rie_Raad_VIN)

CYBERSECLURITY
CONFEREWCE

JEMETA
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Late-Binding Code Understanding with Neo4j + LLM Agents (No Compiled Source Required)

Discover the right files = Build a Code Property Graph — Trace UDS taint — Prove vulnerability

:Neoy|

Graph Schema

Function
File /
farinble [ Global
5 Message / DID
WY | HW AP
— CALLS
— = =3 TAINTS

=@ USES f READS

Fingeprtint & Discover
LLM infers MCL / Stack ¢
vendor - what types of
files & extensions to lock for

Dem Roasting.c

Std_ReturnType Dom_RoutineControlf
Ocm_OpStatusType OpStatus,
Dem_MaglontentType *pMsgContext]

uinth *req = pHsgContext-rreqlata;

[uintis did = [reqle] <= &) | 't"'-'rl:]i:_ri

if (did == ewFidau) { /S Boutineltrl
RoutineStatus = regi2];

Rte_Call_RoutineConmtralq
RoutineStatus,
Greq(3], reql4]):

]
return E_DK;
}
UDS Input (tainted) |
DAL 0xF190

SNVIFTA

 CYBERSECURITY

inchedes | contaifn

mal Inr_!l_|1:

Ox4012AC

Oed01588

- =¥ Dcm_Routine €—————3  Rte Call_

Control

Cicm_Rioutine.c

BMsng:t""l
 (umey

" Dem_Routine.c

Deterministic Traverse
Python traverses ondy
redevant files and builds
the graph

RoutineControl

Rte_Deme

LESES

e

indudes | contains

{ RoutineStatus
\_ (v

Rte_Demn.c

Graph Triage (LLM)
LLM priaritizes functions
and paths likely

to be risky

Raw Embedded C Source (Mo Compiled Source Required)

[& Rie_Dcm.c

FUNC{void, RTE_CODE) Rte_Call_

e
73 BoutineCont rol{uint8 RoutineStatus,
73

wint® *Data, wintlé Length]
74 {
T 3td_ReturnTypa ret;
T Rte_Write NvMData(hNvM_Blockld,
78 Data, Length);
] ret = E_0OK;
21 [void)ret;

TAINT Propagates
through call

[E Fote_MvM.c

218 wvoid Rte_Write_MvHData(

211 NwM_BlockIdType BlockId,
211 pint® =DataPtr,

218 wintlé Length}

218 {

218 MM _WriteBlock(BlockId,
218 DataPtr, Length};
218}

Still tainted when
writing to Nvi

Oxd021E4

Rite_Write_

NvMData

Rie_MNwldc

Ox4028F0

calls

¥ WuMe

USES

w

/" BlockDescriptor
. (NM4_BlockidType)

mchides | conbams

Rte_Mwh.c

| [E MuM.c
£92 Std ReturnTyps WvM_Writeflock(
o3 NvM_BlockIdType BlockId,
Bf3 const pintd «Srcftr,
| 298 uintle Lepgih)
23 {

B B90 NwM_BlockDeseriptarType wdese =
509 NvM_GetBlockDescriptor(BleckId);
553 i
S00 return Fee_Writeldesc->RomBlockId,

Deep Analysis & Proof

Agents analyze slices, -}

SrcPtr, Length);

Forwarded to
memory driver

———» Nuhd_WriteBlock <

= UDS Tainted Path

(Soirce —= Sink)

Validated Finding
Zero false positives.
Actionable evidence
with exploit path.

f o Fee.c
558 Std_ReturnType Fee_Wrike(
B4l Fee BlockNumberType BlockNumber,
557 const wintB *SrcPtr,
562 uintlt Length)
568 {
Ch3 EcuM_Parlp_Disable0sTick();
568 Feg WriteInternal{BLlockNumber ,
B4l SrcPtr, Length);
=] EcuM_Pwrlp_EnableDsTick();
568 return E_OK;
1

SIMK: Mon-Volatile
Memaory Write



Ask in Natural Language. Get the Graph. Understand Your Code.

LLM-powered to Neo4j: Turn questions into Cypher queries and explore the code as a graph.

Natural Language Generated Cypher (by LLM) Graph View Table View Expand 8l ,* &, Export

. ) MATCH p = (u:UDSMessage)-[:TAINTS*1..]-»(f:Function)
e Anything that can reach NvM_WriteBlock ~[+CALLS*]->(n:NvMFunction {name:"NvM_WriteBlock"}) E
from a UDS request? RETURN o Function
ORDER BY length(p) & HvM [ Memaory AP
LIMIT 2@@; @ Exemnal Resource

DS Message / Entry

Try these examples o
" Query executed successflly in 182 ms e

TAINTS i
Show me amything that can reach {data flow]

Nvbd_WriteBlock from a UDS request 'r]“ o # @ CALLS @ " i
T MTS oy 3 3 Ui
5]

What writes to NvM from s Bt Dem_DspWriteData Dem_WriteData Rte Write W _WriteBlock
DS Regues R

urtrusted (external) input? (G:E WritaDataBuld) RoutineControl ProcessRequest MyMData 15&:2:9:-

Flash / EEFROM
[Non-Volatile Memary)

CALLS CALLS
Fird functions that disable 05 tick W “y

i
|
" : |
and are called from UDS handlers Dem_CheckSecurity HuM_WriteBlock [
Acoegy Databndes |
1
|
|
|

M
Show global variables written in one c:.Ll_:;
function and read in another (race risk) | W .
M ar Hv_WriteBlock [ Sensitive Write
FIEIK LACk SubFunction {Unauthenticated
Where is mencpy used and what calls it? | uDS Ingut)

Path Details (Click a node o see code)

How it works Bom_DspWriteData.c Rte_NvMData.c HvM_WriteBlack.c NuM.c

> Std_ReturnType Don_DspWritelatal...) TR wodd Rte_Write NeMDuts(Dom MiaglontaxtType 185 Std_ReturdType MoM wreiteBlock( R5T  Std_ReturnTiype B
@ » @ > EI_:% * @ i I ¢ty, const uint8* gata) fiuM_BlockIdType Blockld, {

; . intE* DataPtr, | MvM_GetBlockDescriptor (BlockId);
You ask in LLM gererates  Mecdj executes  You explore & te Write FhiData(Dem MsgContext, WM _Write8lock({NVM_BLDCK_ID CFG, uintlh Length) M WriteTalvMenory (. ..);
naturallanguage & Cypher query  and refumns graph  understand DataRecord); data, MVM_LENGTH_CFG); { ; return E_Di;
return E_OK:

Matural & Intuitive Al-Powered Queries 3 Graph Insights - Security Focused o~ ‘) Engineer Efficient
Ask questions in plaén English LLM understands your intent and l:l(_:\ Visualize relationships, data fiow, Find taint paths, dangerous flows, I\_ (. Go from question to answer

Mo nead to learn Cypher. generates precise Neod) queries. and call chains instanthy. and critical code faster n saconds, not hours.




HOW DEEP-SCAN AGENT WORKS: ARCHITECTURE OVERVIEW

MULTI-LOOP TRIAGE AGENT

HYPOTHESIS GENERATOR

FUNCTION CONTEXT

Graph JSON
Source Shippet
Platform Context

MULTI-LOOP |

ARTIFACT
RETRIEVAL f O_: ‘;
TRIAGE
AGENT
COLLECTDATA: i
« Global Initializers
» Header Macros

* Caller/Callee Impl

BREAKS WHEN FlIGH-CUHFIDEHCE
DECISION IS MADE

o

REQUEST MORE ARTIFACTS

ESCALATE: GENERATE
TAILORED THREAT MODEL

INVESTICATION DIRECTIVE
Shared threat model prose,
collect comining from some
vulnerability in integaation to
deconsenilties.

VULNERABILITY
CANDIDATES

EFFORT
ESTIMATE

buffer_overflow SE -

integer_overflow AT

data_race [ high ]
eral_rect

MULTIPLE DEEP SCAN AGENTS

If !

ADAPTIVE REASONING
EFFORT GUESS
Reasoning budget is 2
dynamically set for
each call

DYNAMIC
GENERATED
_~ PROMPT

DYNAMIC -
s GENERATED
PROMPT

DYNAMIC

GENERATED .

PROMPT

~ VULNERABILITY_FOUND

*  RECOMPUTED FROM ~

STATUS

THEOREM PROVERS

SINGLE-TASKED DEEP SCAN AGENT
Agent 1: Buffer Overflow

REASONING_EFFORT=(Triage Estimate)

SINGLE-TASKED DEEP SCAN AGENT
Agent 2: Integer Overflow

I

REASONING_EFFORT=(Triage Estimate)

SINGLE-TASKED DEEP SCAN AGENT
Agent 3: Data Race

REASONING_EFFORT=(Triage Estimate)

SELF-CONTAINED
VERDICT
STATUS
EVIDENCE
DETAILS
MITIGATION

SELF-CONTAINED
VERDICT
STATUS
EVIDENCE
DETAILS
MITIGATION

SELF-CONTAINED
VERDICT
STATUS
EVIDENCE
DETAILS
MITIGATION

RECONCILIATION & CROSS-CHECKS

GRAPH FLAG CROSS-CHECKS
data_race/concurrency -,

Missing_validation/
injection/
access_control

GRAPH'S AUTHORITATIVE SIGNALS

FLAG

NEEDS_HUMAN_REVIEW




i.||i TOTAL FINDINGS: 77

0D

3 e' By Technical Category: By Severity Level:
'C Concurrency & Race: 19 (25%) o High: 23 (30%)
5 — e
—r Memory & Buffer: 11 (14%) Medium:
CD —
|'|'| Error Handling/Mask: 47 (61%) o Low: 6 (8%)
@, -
Total Files Scanned Total Size Total Lines of Code
7y 145 15,029.43 KB 263,296 LOC
o (14.68 MB)
— B 17 MILLION TOTAL TOKENS @ MODEL COST COMPARISON (FOR 17M TOKENS)
8 @ gpt-5-nano  ----oo | $7.32
@ . 9 @ opt-56-una _ $22.44
O 4 gpt-5.6 sol s $560.97
o INPUT REASONING TOTAL OUTPUT ' :
Q INC REASONING a claude opus 5 [ k- f | $475.47
J# claudefable5 --------- | $050.93
(q») 9,592,517 12,992,640 17,100,125 b :
@ optsecyber I 6 1.402.42

ABET




Goal: Validate the vulnerability by sending intelligent UDS payloads, ‘
analyzing ECU behavior, and adapting until success or stop condition.

“° MULTI-AGENT EXPLOITATION LOOP

= &) om ® @, )
1. EXPLOIT CRAFTER | 2. EXECUTION i 3. EXPLOIT ANALYZER 7 4, EXPLOIT STRATEGIST |
Tl ﬁ Vulnerability = [ (TOOL CALLING) o= '
x Context Creates the next UDS payload R e Analyzes a single transaction Reviews full history vs, success [
based on context, Target DIDs PR e factually. condition and decides next step. —
v the ECU and collects response.
and history.
— & Target DIDs uDs ECU Analysis ! ?:r'lf;f:l?
Respon Resukt Decision | a
o - Output ]T'ail:d send_uds(payload, |“ Output | u. —_—
:. Bia * uds_payload (hex) (TX) method, concurment_count) (RX) 5 Abasriion & COMTINUE |
s « delivery_method (what happened) i L
> (sequential / concurment) i + VALIDATED [Success!)
* concurrent_count "v. check_ecu_health() {what it implies) [
Ex i i i |
0 O. ® H:‘;‘;‘“" . rationale {IERAOUE £ 1o Tt pore] Rationale ; (Give Up /
g {prior attermpts) L, | Max Attempts)
pes k Update history A —/A\ CONTINUE —/)
with observations (next attempt)
KEY BENEFITS
, Autonomous Exploit Validation n Closed-Loop Reasoning Hardware-in-the-Loop Testing Evidence-Based Findings
]@ Al agents continucusly generate, Every ECU response updates Payloads are validated against = Walidated exploits are backed by
execute, and adapt exploit w strategy for the next a real ECU, not just simulated ﬂc execution history and observed
atternpts. iteration. behavior. ECU behavior.
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SCAMMING & EXPLOITATION WORKFLOW

MODULE

_Snmm&cmﬁg [MusthAgeri)s [ariomeried) (hsti- Lo} (Wil fgers, MutiLoo] | IMuti-Agen Muti-Loog)
wmcote. || OB * g ‘}%' 9 ) -
qu::m @ i 1l ! 75| __J'Iil
meeaaon | | e it ey e o ety sl v niepnt il b el el
teerdor code] and mcracty by o vies ot pay resds | waireobit cand sl ol rinds wuirerabi s nrd sl ety = erntd by reparte.
i k!
NEXT STEPS - EXTEND, INTEGRATE & OPERATIONALIZE
' A N b f N \
@ AUTOMATED @ INTEGRATE EXISTING @ INPUT VECTOR ( 4 \  Cl/CD ' @ USE THE GRAPH TO @ DYNAMIC
PATCH SYNTHESIS ToOLS DATABASES —/  INTEGRATION UNDERSTAND YOUR CODE BEHAVIOR

\
< / > . £ l __,:’I .-'l m
CodeQL JOERN FUZZERS Parser identifies: /; C

MCU: SPC58

| Q O 'ﬁﬁ(‘ NvD | foe cisa % // f,,,_,:\\ l )

Stack: Vector MicraSAR v3.2.0
+ Generate patches to fix + Leverage best-in-class tools Embed the orchestrator + Ask in natural language, * Find functional vulnerabilities
discovered vulnerabilities. for deeper analysis. = Query vulnerability databases and directly into developer pipelines. LLM-powered to Meodj, beyond static analysis.
[ inject active advisories into the
+ Context-aware code changes + Static code analysis (CodeQL) triage agent to prioritize risks. * Pre-commit / PR checks + Turn questions into Cypher + Runtime monitoring & tracing
+ Validate patch correctness * Graph-based analysis {Joern) > Opan-source & proprietary Db « Quality gates & policy checks + Explore relationships + State-aware analysis
* Active advisories & CVEs
+ Suggest minimal, safe fixes + Dynamic testing (Fuzzers) * SARIF export & reporting + Trace data & control flows + Protocol & sequence checks
« Component-aware prioritization .
= Fail build on critical findings » Understand impact & reach + Detect logic & use-case flaws
=» From Finding to Fix [ =» Stronger Signal, Less Moise => Right Data, Right Priorities =» 5hift Left, Ship Secure = Know Your Code, Instantly = Beyond 5tatic, Into Runtime
| A s [ % — _,- \ ¥ L. 4| \ 2|
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