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Background: How we came to track actors 

targeting transportation

• Fall 2024: Identified unusual emails targeting Carriers with 

malware often using compromised emails and “thread hijacking”



Background: How we came to track actors 

targeting transportation

• Fall 2025: Discovered an actor systematically targeting Carriers 

with Remote Monitoring and Management (RMM) tools.

• Linked this activity to compromised Load Boards and Cargo Theft.



Background: How we came to track actors 

targeting transportation

• Spring 2026: Learned more about this actor’s post-compromise 

activity



Background: How we came to actors 

targeting transportation

• Present: Have discovered and are tracking about 15 clusters targeting 

Carriers in North America and Europe delivering malware/RMMs 

and/or Credential Phishing lures



Key Findings

• Multiple distinct clusters (currently ~ 15) targeting Carriers with 

malware/RMMs and/or Credential Phishing

• Some clusters observed targeting the US and Europe

• Financially-motivated cyber-criminals performing Cargo theft as 

well as broader financial crimes

• Actors are well connected to the cybercriminal underground and 

know the transportation industry well



Delivery Methods

• Load Board Fraud
• Responses from fraudulent load board postings

• Direct emails from actor -> recipient with malicious link.
• Can come from actor-controlled or compromised accounts

• Can be large, indiscriminate campaigns to small, highly targeted/tailored campaigns

• Benign conversation starter (imposter)
• Potentially lead to malware, credential phishing, booking loads, or double brokering

• Often seen with rate confirmation emails

• Thread Hijacking 
• Link inserted into a compromised email account pre-existing thread

 



Campaigns Delivering Malware/RMMs

Malware: 

• Remote access trojans (RATs) 

and Information Stealers:

• TryNodeRAT 

• AzaleaControl 

• StealC

• CastleLoader

• CastleRAT

• Legitimate IT tools 

abused by actors

• NetSupport*

• ScreenConnect*

• SimpleHelp

• Fleetdeck

• Datto

• Often used to quickly 

download additional 

payloads

Remote 

Management 

Tools (RMMs)



TryNodeRAT (Load Board Fraud)



TryNodeRAT (Load Board Fraud) 



TryNodeRAT (Load Board Fraud)







Links to Cargo Theft

According to the post, the initial 

compromise was a 

“nextgen.Carrierbrokeragreement 

type of link” which notably aligns 

with a payload URL from this 

cluster, likely distributing 

ScreenConnect: 

hxxp://nextgen1[.]net/carrier.broke

r.agreement[.]html.



Cargo Theft Attack Chain



Beyond the Breach: Post Compromise Activity

Monitored this actor’s post-compromise activity for more than a month in a decoy 

environment operated by Deception.pro. 

• Abused multiple remote access tools to establish persistence

• Extensive reconnaissance using PowerShell scripts to enable freight fraud and 

broader financial theft

• Accounting, Banking, Money transfer services, Cryptocurrency wallets

• Fuel card services, fleet payment platforms, and load board operators - likely intended to enable 

transportation-related crimes, including cargo theft.



Public reporting on this threat actor



NetSupport (Frequently Abused RMM)

 - This actor targets the US and Europe



Same actor, responding to inquiry from 

compromised email account

Legit inquiry on a 

truck availability

Response from 

compromised account 

with malicious link





Fake Cloudflare Challenge



ClickFix technique to install malware

Following these 

directions will run a 

malicious script that 

ultimately installs 

NetSupport



AzaleaControl (Commodity RAT)





ClickFix Technique to install malware

Following these 

directions will run a 

malicious script that 

ultimately installs Azalea 

Control



NetSupport Commencing with Benign 

Conversation Starter (Rate Confirmation)

Benign inquiry on a load

Recipient Response

Response with 

malicious link







Credential Phishing 

• 15 different phishing kits with 2 

or more variations

• Targeting against US and Europe

• Kits include:

Credential/OTP Harvesters

Operator-gated “boutique” kits

Commodity Adversary-in-the-

Middle (AiTM) phishing kits (e.g. 

Evilginx)



Operator-gated phishing kit





Potential relationship to this actor



Evilginx AiTM Phishing Kit





Credential & OTP/MFA Harvester









Operator-gated Credential Phishing Kit: Highway









Operator-gated Credential Phishing Kit: RMIS/Truckstop















Imposter – Benign Conversation Starters

Potential End Games:
• Send a link leading to 

credential phishing or 

malware/RMM

• Successfully book (and steal) 

a load

• Double brokering a load that 

was fraudulently booked



Why is this such a problem?

• The urgency is built in.  No need to create a sense of urgency to 

compel the recipient to click on the link – the urgency to book 

loads quickly already exists.

• Carriers are a soft target. The vast majority (90%) of Carriers are 

small businesses or owner-operators who lack robust security 

and defenses – both tools and people.  



Spotting malicious emails and payloads

Listen when your 6th sense says: 
“That’s weird”:

• Unusual or misspelled domain or 
TLD (top level domain e.g. .lat)

• Content is out of context with the 
rest the thread

• Quick/clumsy response pushing a 
link in the conversation.

• Remember malicious emails will 
come from someone you know (i.e. 
compromised account)

Fundamentals matter:

• Slow down. Every email is 
potentially malicious.

• Check and verify all senders’ 
domains and identifiers.

• Watch for ClickFix lures!

• Check the file extension before 
executing the download (vbs, wsf, 
cmd, exe, zip/rar)



Further Recommendations

• Restrict the download and installation of any RMM tooling that is not 

approved and confirmed by an organization’s information technology 

administrators.

• Have network detections in place and use endpoint protection. This 

can alert on any network activity to RMM servers.

• Do not download and install executable files/scripts (.exe, .msi, vbs, 

wsf, cmd ) delivered via email from external senders.

• Train users to identify the activity and report suspicious activity to 

their security teams. This training can easily be integrated into an 

existing user training program.



Dinner at Long Beach Beer Lab

Meet in the lobby at 5:30 pm for transportation to dinner
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