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Agenda

v’ Overview of new technical standards for vehicle cyber security
v'ISO/SAE 21434, SAE J1939-91A, J1939-91C, and SAE J2534

v'Discover how a Cyber Security Rating Framework (CSRF) can provide
standardized way to assess and improve your fleet’s cyber defenses.

v'Demonstration of a J1939 network cyber attack using a vehicle testbed
system developed at the University of Detroit Mercy.

v'Discuss an Intrusion Defense System developed using SAE J1939-91C.




5 Layers
of
Vehicle
Cvyber
Security
Standards

OEM and Fleet Specific

Connected Fleet
IDS moniters and analysis of
fleet data to prevent attacks

e.g. IEEE 1609.x, ISO 20077, ITS...

Vehicle firewall a:::::nﬁy ” DSRC, V2X, ISO/TC204
standards for external interfaces

SAE J1939-31 and SAE J1939-91A
EE Architecturs

Protected and separated domains Network Architecture Recommendations
by E/E architecture and gateways

5 AUTOSAR SecOC, SAE J1939-91C
.n;';‘.’:,",,‘f:,';m.,.c::ﬂ. In-Vehicle and OTA Secure Data Transfer

in-vehicle signals and messages
ISO 14229-1 and SAE J3101
ECL:;oﬂwar.:;iu(hta ECU Protected Boot, Secure Flash,
NSINRY PRCHeCHON ' Authorization and Authentication

Foundation Level Vehicle Security Recommendations:
SAE J3061, ISO 15765-5, SAE J3138 and ISO/SAE 21434
Diagnostics Interface Security




SAE J1939-91C Big Picture

J1939-91C Requirements
* Important messages are kept secure
* Industry develops common key management

* Meet/ exceed right-to-repair, securely

Security Characteristics

* Secure data flowing through a network should be relevant to the current system state
("fresh"),

has not been intentionally or unintentionally modified ("integrity"),

keeps private data private ("confidentiality"),
* is from a trusted source ("authentic") and

* the source is supposed to be participating in the conversation ("authorized").




ISO/SAE 21434

* Provides a framework for

managing cybersecurity risks m
throughout the entire lifecycle of C 4

road vehicles. O m
components, and software in Iso 2 43“

connected and autonomous W O
Q

vehicles, with the goal of 31183
reducing the risk of cyberattacks,

ensuring user safety, and building
trust. ISO 21434 Certification

* Applies to all electronic systems,




What and Why - Cybersecurity Rating Framework -
CSRF p—

- Need a framework to standardize method
for evaluating the cybersecurity posture
of vehicles across different
manufacturers. This ensures
consistency in assessment and
comparison

s there a
mechanism to define
the minimum
cybersecurity
requirements ?

- A framework to define minimum
cybersecurity requirements

- Specification ensuring that
manufacturers comply with specified
cybersecurity requirements
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What and Why - Cybersecurity Rating Framework -
CSRF

?I’-ci__ow much has
the security
iImproved with the

measures | have
taken?

- Need structured approach for evaluating security controls, vulnerabilities, and

threats specific to vehicles
- A mechanism to validate if security testing is exhaustive, are there any gaps

- Track security improvements quantifiably
- Benchmark different vehicles based on a common measure
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CSRF - Cybersecurity Rating Framework

e CSRF an extension to ISO/SAE 21434
* Bridge the gaps

Catalog of Catalog of Impact
Components Category
Associated functions: * Safety
Scenarios to assess * Convenience
and metrics to collect * Communication
RATING * Drivetrain
ISO/SAE 21434 FERAE R i

| UNAMBIGUOUS

Catalog of Security Ratings Computation

Road Vehicles -

: : : Scores Formulas
CyberSGC Englneermg Security score Rating computation
_ iz : associated with each algorithms based on
category * Component

* Category




CSRF - Cybersecurity Rating Framework

Key components of the framework

—

CATALOG OF

N COMPONENTS CATALOG OF SECURITY
Q . Associated_ functions CATALOG OF IMPACT SC_:ORES
A o Scenarios to CATEGORY . Securl_ty scon_e
assess and associated with RATINGS
y metrices to collect « Safety each category COMPUTATION
************* g o Convenience FORMULAES =

o Communication
o Drivetrain
o Privacy

« Rating computation
algorithms based on
o Component
o Category




CSRF - Cybersecurity Rating Framework

LOW impact

* Catalog of security weights MEDIUM impact

HIGH impact

CRITICAL impact

* Vehicle functionality grouped
by impact category

w CYBERSECURITY
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CSRF Applied to a Vehicle Using SAE J1939-91C

Evaluation Based On ISO/SAE 21434 CSRF Risk Value

Attack Scenario g‘:ﬁg Attacl;{aFt?:slblllty Risk Value | CSRtFCCi/ber ekt Rik
Attack Scenario mpact L.ategory eighted Ris

and Weight Value

Spoofing of messages

through compromised HIGH LOW 3 Spoofing of messages
critical ECU through compromised critical 3 4 12
ECU

Man-in-the-middle attack  EREWISIIY LOW 2 Man-in-the-middle attack 2 2 4

Starvation attack HIGH MEDIUM 4

Starvation attack (impacting
iy L 4 2 8
critical functionality)

ECU impersonation attack HIGH LOW 3
Replay attacks MEDIUM MEDIUM 3 ECU impersonation attack 3 4 12
Kill Chain HIGH MEDIUM 4 Replav attacks 3 2 B
Fuzzing MEDIUM MEDIUM 3 Kill chain 4 3 12
Fuzzing 3 2 6
Denial of service attack HIGH LOW 3 Denial of service attack 3 3 9




CSRF Applied to a vehicle using SAE J1939-91C
Computing the Rating

Final CSRF Score

The final CSRF score for the example vehicle
utilizing the SAE J1939-91C protocol simulation
is - 69/110.

Maximum Score

The maximum score will be equal to the Sum
(Max Risk Value * CSRF Category Impact
Weight)

Maximum Risk Value ,/ \ % Weighted Risk Value

9 as per ISO/SAE 21434. The total CSRF ,' X \ The percentile of Weighted Risk Value is 63%.

weighted risk value is Sum (All individual | ) 4 B This represents that this example vehicle

Weighted Risk Values). N |~ network using SAE J1939-91C CSRF Security
. Rating is 2

The security score of the entire vehicle variant can be computed based on the
iIndividual scores for other components and features in the vehicle.




SAE J1939 Network Security
J1939-91 Scope
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SAE J1939-91“A”
Foundation Layer Security

J1939-91A defines recommendations for security
of the vehicle side of the J1939-13 connector.

* Recommendations for vehicle
communications functions with a device
which is connected to J1939-13 interface -
diagnostics interface security. [Similarto
SAE J3138 diagnostics link security and S/

Lifecyle Management Connectivity (

5

Network

Architecture

J3005-2 “dongle” device security] _“ _m Connectivity
* Generalrequirements for “Imposter Network | Network

Reporting” for devices that may spoof J19: —m

Source Addresses' \ Architecture / \ Architecture /
* Update General Vehicle Network Gateway

recommendations and network topology Process

reference related to J1939-31

w CYBERSECURITY
m# CONFERENCE




J1939-91”C” Big Picture

Challenges
100% Security is Not Possible
* We are protecting critical
infrastructure

Goals

* Make ittoo expensive (time/money)
to make attacks worthwhile

 Setahighbar

Kev Concepts in J1939-91C
Node Authentication

 Secure Key Generation, Rekeying

e Network Formation

* Data Integrity, Data Freshness

* |nsecure, Authentic and Confidential
messages

SAE has provided this Draft document for the SAE Committee. This document is SAE-copyrighted, intellectual property. it may not be shared, downloaded, duplicated, or
transmitted in any matter outside of the SAE Committes without SAE"s approval. Please contact your staff representative for additional information.

MTH2022

SURFACE VEHICLE J1939™-91C

S

RECOMMENDED PRACTICE | issuea 2022-XX

INTERMATIONAL.

CAN FD Network Security

RATIONALE

This document facilitates the secure use of SAE J1939 CAN networks with flexible data rate (CAN FD) data frame format
for communication use cases. This recommended practice provides methods for establishing trust and securing messages
on CAN FD networks with optional encryption.

FORWARD

The SAE J1939 communications network is developed for use in heavy-duty environments and suitable for the integration
of different combinations of loose package components, such as engines and transmissions, that are sourced from many
different component suppliers. The SAE J1939 common communication architecture strives to offer an open interconnect
system that allows the ECUs associated with different component manufacturers to communicate with each other.

The SAE J1939-91A/B/C provide cybersecurity recommendations for secure architectures, secure vehicle to infrastructure
communications and secure on-board communications. The SAE J1939-91A document focuses on security measures
related to on-vehicle network architecture and security measures for communication interfaces between devices or
networks. The SAE J1939-91B focuses on secure over the air communications via a telematics interface to the vehicle.

This particular document, SAE J1939-91C, describes the cryptographically secure transfer of messages between ECUs
with optional encryption. It describes the techniques required to establish trust through key management and extend it
throughout the vehicle's life cycle.




J1939-91C Key Concepts

What is 91C and What isn’t 91C

*|s
* Secure CAN-FD messages
between trusted ECU’s

 Trust established via PKI
certificates

* Isn’t
* Diagnostics

* Requires
e Secure ECU Hardware

* Secure S/W updates
WNMFTA
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J1939-91C Key Concepts

* Node Authentication
* Allnodes/ECUs communicating on the network are authorized by a trusted third party
* Authentication is handled during Network formation phase

* DataIntegrity or Message Authentication
* Ensures that the data received is not tampered after being transmitted from the original source
* Ablock cipher-based message authentication code (CMAC) is added to the security overhead

* Message Confidentiality
* Forcritical messages, confidentiality is obtained by encryption per the SecOC/E standard.
* AES-128 encryption is employed with a locally generated symmetric key

* Secure Key Generation
* Network ECUs cooperatively establish a new set of cryptographic keys for each session
* Typically, every power cycle is a new session
* Hence, hacking to decode the keys for a single session will not benefit decoding for any other session

* Rekeying
* The standard includes a provision for generating new session keys during a given power cycle
* One suchinstance includes adding a Rekeying is required, for example,

* DataFreshness
* Freshness Value (FV) is a count maintained by each transmitting node and each receiving node for every ECU sharing the network
* FVis anenablerto prevent replay attacks

* Message Types
» 3types: (1) Insecure, (2) Authentic and (3) Authentic and Confidential

sNMIFTA
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J1939-91C Key Concepts (Cont’d)

Three Message Types

Insecure Message

Data[8] bytes Plaintext

Authentic Message

Security Overhead

Data[8] bytes Plaintext [8] bytes

Authentic and Confidential Message

Security Overhead

Data[8] bytes Ciphertext [8] bytes

~~__ Security Overhead T~

-~

Freshness Value E CMAC Tag
4 bytes 1bit 31 bits

¢ CYBERSECURITY

-
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J1939-91C CAN Message Structure

U S ~SJRR,

'Authentic Message

Three Message Types

|
|
|
Insecure Message 1 Plaintext (PT) (FV) E tag*
|
Data[0,MaxMs] bytes Plaintext } i
A N R AU B
Authentic Message ! {
Security
Data[0,MaxMSs - 8] bytes Plaintext QOverhead -
(8] bytes nonce = f(E, PGN, SA, FV)
Authentic and Confidential Message
Security h 4
Data[0,MaxMS - 8] bytes Ciphertext Qverhead
[Blbytes | » tag = CMAC(Sy.mac, nonce || PT)
\ Security Overhead ~==-__
c r C . e e e '
e o] e iConfldentlaI (and Authentic) Message |
! [
| Freshness Val '
1 Ciphertext (CT) res '}‘::’s) alue | g tag* i
i |
} A A |
[ DRI I R NSNS I
A J \ 4
CT = AES-128 CTR (Syene, PT, IV) | nonce = f(E, PGN, SA, FV)
i

A {l

A4

y

tag = CMAC(Sy-mac, nonce || CT) ‘_

Plaintext (PT)

IV =nonce || Block-Count

¢ CYBERSECURITY

-
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J1939-91C Operation Modes

J1939-91C Scope, State Machine

0 - Off

R — Rekeying

E — Exchange Messages

N — Network Formation

S — Software Update (Out of Scope)

'l Trust Boundary (TB) - Vehicle I : TB — Replacement Parts
| |

{ Physical Installation
|

(a)

=
|

|

I

|

|

|

|

I

|

|

|

|

I
_l

|
|
I
]
I |
| |
| |
I |
I ! : I : !
| | . Operational : | Maintenance Modes |
I I | I i
| e Brg o ' Modes ) | :
! [ 2 g I I R ) :
i 11939-91C : =} : l N |
: Secure I lf ________ é B - : : : :
' Messages : j p=To i : : —(e)—t |
| | |
| i | | i
I i T I 1
| a | i | : |
| | | L (b) () ! | |
| I |
:- I | : | : | :
| : : (=] | ]I l : Lanal l
i LR | | | 7 i
'r Secure Updates I ' Il I ir’ \.. :
S\ T )., ! S ! . E < : {s) i :1[ S | l
I I I N /I |
| : | \\.,___'___/ :
Certificate Network I l l :
Authority Cert s sommins s oomrnen 2oy i P v e s weenemoe i

NMFTA
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J1939-91C Network Formation

/ Send Request Message \

QQQ

ECU1 sends a broadcasr message rec.-uesﬂng start of Rekeying

Y
Sharing Nonces \

.,Q

© O

All ECUs sends their nonces upon receiving the request message

Y
Calculating Sv
Sv.enc = KDF(Sn. Constgecoc-enc. Hinoncey))

Syumac = KDF(Sy, Constgecoc.mac: H(noncey))

NMFTA

w CYBERSECURITY
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Mutual Authentication

Authenticate by exchanging certificates
i k.
< >

using Public Key Infrastructure technigues

L 4

Shared Keys Derivation
* ( Sniewenc - Surwcuac) }

Y

Share Encrypted Key (Sy)

CT = AES-128-CTR (Sny_rw.enc Sn, Al_nonce)
< >

CMAC = AES-CMAC (S rw.caac: CT)




Addressing the growing need
for cybersecurity engineers
with real world automotive
industry hardware to provide
students with valuable real-
world experience.

https://eng-
sci.udmercy.edu/academics/en
gineering/vehicle-cyber-eng

UNIVERSITY OF

DETROIT
MERCY

A College of Engineering & Science

Vehicle Cyber Engineering (VCE)
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Trailer in a Box Project

Vehicle
Trailer Cyber
In a Box . .
— Engineering
Laboratory

DETROIT
MERCY

A College of Engineering & Science

Vehicle Cyber Engineering (VCE)
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ﬁ The Golden Tester: Implementation and evaluation of a
wernaionat. | MEthod to defend in-vehicle networks using SAE J1939-91C
to authenticate network messages between mulitiple ECUs
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STRIDE Threat Model

Spoofing, Tampering, Repudiation, Information disclosure,
Denial of service, and Elevation of privilege.

Attacker with CAN injection capability

Focused threats:

e Spoofing
e Tampering
e Replay




SAE J1939-91C Golden Tester

Saie




System Architecture

* ECU-A (Leader/ Beacon / Laptop)
* ECU-B (Follower / Raspberry Pi)

e Secure link to DPA test tool
e “Golden” Leader/Follower




Foundation of the Golden Tester

IMPLEMENTATION FOUNDATION REUSABLE TEST FOUNDATION
* Core 91C protocol = System-level validation
Operating modes = 3-node Leader/Follower environment

Network Formation (N)
Rekeying (R)
Exchange Messages (E) = Test coverage

Key edge cases = Nominal and edge cases
Established test coverage - .
= Cyber-resiliency scenarios
=  Man-in-the-middle (MITM)
= Spoofing and replay

= Representative J1939 traffic

* Network simulation
3 nodes: 1 Leader, 2 Followers

Representative J1939 traffic = Golden Tester
Test hooks in core modules = Repeatable customer engagement
= Bench-based integration
* Golden Tester framework = Tailored test setup
Nominal and edge-case tests = Pass/fail evidence
Cyber-resiliency tests = Test report and observations

Man-in-the-middle (MITM)
Spoofing and replay
Extensible customer validation

= Customer value
= Validates 91C implementation
Without a full vehicle build
Supports development decisions

% CYBERSECURITY
%8 CONFERENCE




Key Findings and Gaps Identified

* Key Findings
* J1939-91C effectively enforces:

* |dentity validation
 Message integrity
* Replay protection

* Benchmark; enables reproducibility

* Gaps
* No defined behavior after certificate failure

* No recovery guidance
* Operational state ambiguity




Ongoing Research and System Verification Testing

* Tester Objectives

* Test fidelity of customer’s 91C implementation
* Suitable for both Leader and Followers

* Provides simulation environment to test and document
 fidelity of protocol implementation
e Cyber-resiliency

e Test framework enables

* Black Box Testing — external attack vectors
* White box testing — with customer collaboration

* Suite of test applications for

* Unit Testing
* All protocol modes- O, R, E, N

 Transitions between modes
 Cyber-resiliency testin
y y g < TCAT Community

* Man-in-the-Middle
* Spoofing attack, Replay attack

AG7ET
a: CYBERSECURITY
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Threat Model for a HD Vehicle - Attack Vectors

1. Attack Scenario 1: Malicious Firmware

* Infected firmware is transferred to the diagnostic PC or
gateway without detection

2. Attack Scenario 2: Hijack the VDA Driver " g
L) 14
*  Attack by a shim DLL modifying the Windows DLL that 5 @ g2l Fraal0

interprets the diagnostic commands v

Bendix EC-60 Brake -
3. Attack Scenario 3: Overwrite the VDA Embedded Controller MW~

Firmware

LI

* Rogue Embedded firmware installation by attacking the
update mechanism

Diagnostic

4. Attack Scenario 4: Man-in-the-Middle (MITM) at the 6 ! _ Port
Diagnostic Port

Cummins CM2350
* Bypass of the authentication mechanism by a physical Engine Controller
man-in-the-middle (MITM) device

Vehicle
Diagnostic
Adapter

5. Attack Scenario 5: Introducing a Rogue Node

* Rogueimpersonates legitimate nodes and sends false
information-e.g. network flooding

6. Attack Scenario 6: Supply chain tampering fillizon

Transmission @.
* An attacker subverts the modules somewhere in the Controller Il =2 ~

supply chain -

y
Wireless

7. Attack Scenario 7: Wireless Attacks sl
* Attack on a wireless device that communicates with the H
device Veh|C|e
8. Unknown Attacks Note: Attacks can occur via the Diagnostic Port

* Tobe identified through experience and brainstorming

SNVIFTA

w CYZIERSECURITY
m# CONFERENCE




Federal prosecutors say they have uncovered a large-scale vehicle theft operation
in the Washington, D.C. region, one that allegedly relied on OBD-II tools and an
export pipeline that stretched as far as Africa.

According to officials, the group used handheld OBD-Il scanners—readily available
online—to bypass factory security systems. These tools can reprogram a vehicle to
accept a blank key fob, allowing thieves to take a car without forced entry.
Authorities say the process can be completed in under a minute.

Busted International Car Theft Ring
Used OBD-Il Scanners From Amazon

@ by AutoGuide.com News Staff

Published: April 24th, 2026 B “They don't need keys and they don't need hot wiring,” Pirro said. “No smashed
windows, no drama. Just a sleek electronic device called an Autel, A-U-T-E-L. And in
under a minute, the car's brain is rewritten. The car is gone in 60 seconds.

Welcome to the new world of car theft.”




Remote Code Execution Discovered in XTool
AnyScan App: Risks to Phones and Vehicles

On a fresh install of the app, the user is prompted to install over 100 updates. If none of
these updates are installed, the app will not connect to a vehicle, so the user must use the
remote-download feature to achieve basic functionality.

& E'Q Auto Scan

Special Function Updates

(0 "

Diagnostic Settings

BT



SAE J1939-91C Vehicﬁlg Retro-fit Devic_e

— Replacement parts

Other

— Maintenance personnel training ‘

Modules CondRigner I ‘

NDIA Presentation g Al

CyberUP Solution Highlights

System Requirements

; . Cloud Server
*  Meet needs in the coming years W——
*  Benefit legacy vehicles on the road Diagnostic
* Increase up-time
- Vehicle o
Solution Features R

*  Secures the diagnostics port and in-vehicle network

Legacy CAN RP1210
- ECU Conditioner Bk
communication per SAE J1939-91C Dt ostic
*  Provides a means to address cybersecurity of legacy Legacy an Pbrt . A
. 3 Conditioner Gateway —
vehicles EcU = ‘ﬁm "'. -I.;.,m]

¢  Adds functions to improve the UP time of heavy-duty ] VDA

vehicles ol . T
: ' ] 11939-91C o n ot CANZLO
*  Provides a platform to incorporate algorithms from ECU - I :

advanced cybersecurity research programs 11939:91C  can
ical iti d- forl hicl ECy  Condiener
A practical transition road-map for legacy vehicles L

8/30/2023 9

ByberlP ors: Fanctions Modular Open Systems Architecture (MOSA) §

* Impostor Parameter Group Alert generation

Cloud Server

w CYBERSECURITY
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https://ndia-mich.org/images/events/gvsets/2023/presentations/mosa/4%2000PM%20CyberUp%20A%20Heavy%20Vehicle%20Cybersecurity%20Solution.pdf

SAE J1939-91C and Vehicle Repair Security

Package

|
' OEM [o——————————————o Vehicle :
| ' Repair Part . !
| |
| |
|
| _Installatio |
|
| | :
| i | |
| ' | l
| Networ : | :
| |
| Cert ! | |
I | | |
| ! | |
| | certificate I | :
|
|| Authority | : Network :
|
: ECU ' : Cert Network :
| Network I Network ECUSoftware Secret |
| Software | Un date : i
, Cert Update i Cert p . / i
| |
i | i I
| \/ ' | Hardware !
I ! i ECL Storage I
|
: ECU Update i ECU Storage | Security Module !
|
l ! : i
: ! : I
| |
| |
| |
| |




SAE J1939-91C and Secure Diagnhostics Data
Transfer

' OEM .
| |
| |
| |
| |
: ' i
| | | |
|
i Net wor ECU | i :
! I/ Cert Authentication ! ! :
| ! | |
| ' | |
|| Certificate ! | |
|
|| Authority | : Network :
| teu ! | Cert MNetwork !
| Network | Network ECU Software Secret |
| Software | Update : i
| Cert Update | Cert P ! / |
|
| ' | |
| \/ ! | Hardware '
' ECU Stora I
| ECU Update | mUStorge | ¥ security Module |
: Package | : |
: | : :
i ' | |
| |
| |
| |
| |

Jr VI 1A




Power Up!

MarkZachos.net
zachosmp@UDMercy.edu
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