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3 seconds.

Original Voice Al Clone — 3 seconds of audio

+1,600% +173% 80%

Deepfake vishing surge Deepfake audio in of people fooled by Al
Q1 2025 vs end of 2024 contact center calls voice clone in study
Threat Intel 2025 Pindrop Voice Intelligence Report, 2025 Nature, 2025
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- Internal & External Threats

Al Attacks



Source: 2026 Verizon Data Breach Incident Report
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Load Board Phishing: fake listings are the lure

ATTACK VECTOR Email spoofing + souRrck FBI IC3 public service

account compromise announcement LOSSES $725M i

[llustrative load board mock-up (DAT / Truckstop-style listing view)

Age Pickup Drop-off Trip Equip. Rate Broker Fraud flag
2h Dallas, TX Atlanta, GA 780 mi Van $2,150 Lone Star Logistics
o 0,

15m  Chicago, IL Denver, CO 1,000 mi Reefer $5,900 Midwest FreightGrp | vAUD:rate 45% above lane
average

4h Memphis, TN Columbus, OH 560 mi Van $1,480 River City Brokerage

30m  LosAngeles,CA  Phoenix, AZ 370 mi Flatbed $1,900 Pacific Load Co FRAUD: MC# reactivated 4 days
ago, @gmail.com contact

1h Newark, NJ Charlotte, NC 620 mi Van $1,850 Garden State Cargo

20m Houston, TX Kansas City, MO 740 mi Van $3,100 ABC Transport FRAUD: spoofed broker domain

Solutions (abc-transpOrt.com)

Training mock-up; companies, rates and flags are fictitious examples of common red flags. Source: FBI IC3 PSA on freight and load board fraud.
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Al-Generated BOLs: LLM-written rate confirmations read clean to email filters

Template fraud: caught \ ﬁwritten:getsthrough \

 Copy-pasted templates * New document each time

* Typos and broken * Lane, rate, PO all correct
formatting * Broker's tone copied

* Wording matches known- * Passes filters; a human
bad samples must catch it

 Caught by keyword and
similarity rules

NI AN /

Paperwork can no longer vouch for itself.
Verify the sender through a known phone number or portal, not the document.

Source: EFROS threat tracking, August 2026 (security firm documentation of LLM-generated BOL and rate confirmation bypass).
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Trust Breakdown: one stolen account stalls the chain

a Account compromised
Broker or carrier email login stolen via phishing AVERAGE LOSS PER INCIDENT

° Trust exploited $2 73 9 990

Fake rate cons, BOLs and payment changes sent

Business email

e Freight disrupted compromise: the same
Loads diverted or held; payments misdirected account-takeover pattern
that drives load board
° Partners stop trusting phishing and fake BOLs.
Shippers pause tenders, carriers refuse loads

Sources: FBI IC3 and Verizon DBIR

Source: FBI IC3 annual report; Verizon DBIR. Average loss per business email compromise incident.
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Agentic Harvesting: Al steals credentials in six hours

Timeline of one autonomous run, no human operator

Hour O Hour 1 Hour 3 Hour 6
Agent given breached Tests logins across TMS, Rotates IPs and adapts Working accounts sorted
password lists and a load boards and email to lockouts on its own and handed off for fraud
target list

Reused passwords are found and used before anyone is at their desk.
MFA on every freight system is the control.

= CYBERSECURITY
# CONFERENCE

&?’NMFTA Source: Google Cloud Threat Intelligence Group (GTIG), September 2026, Alphabet internal telemetry.
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Deepfake Dispatch: a cloned voice on the phone moves the freight

Example: operationalized deepfake dispatch calls, how the attack runs

c Harvest the voice e Clone and script e Make the call /Q Divert the load \

Dispatcher audio pulled Minutes of audio produce a “Dispatch” phones the Freight is delivered to a
from voicemail greetings, » real-time clone; attacker » driver or receiver: new drop » staged warehouse and gone
webinars, sales calls and rehearses lane, load and location, changed release before the real dispatcher
social video driver names taken from a code, urgent reroute notices

compromised inbox

Source: EFROS & NMFTA Threat Report, 2025-2026. Steps are a generalized pattern drawn from reported incidents.

= CYBERSECURITY
# CONFERENCE

- &;NMF TA



AL D s
0. URA0 TIO. LN0F, 1a@S LW
Im.

L > = LB e v
PETIR % R Wm0

akl\" 1el.a .
e - | .
L o N . e

.-



* Single Image * Video and LipSync * High end processing

* Mouth and * Video of the target  Swaps face: Hairline, to
head * Changes the mouth sideline
movement movements to match text + Holding hand in front of

face?




Deepfake — Full Body Avatars

Safari  Flle Edit View History arks  Window  Help B M e 3 0

localhost

Live Avatar

W usage Log

W

Anime Hera Cyberpunk Fantasy Warrlor

®

Viking 0l Painting
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Carrier Identity Theft: a stolen MC number is the whole disguise

G Take over the FMCSA record

Phished portal login; the MC record's email, phone and
address become the attacker's

Reported carrier identity theft

a Look legitimate everywhere 1 47 5 0/
Load boards and vetting tools now show the attacker's , 0
contacts under a clean authority

e Book and double-broker the load growth, 2022 to 2024
Fraudster books the load as the real carrier and re-posts it
cheaply to an unwitting trucker Roughly a 16-fold rise in two

o Steal the cargo or the payment years

Freightis rerouted to a staged site, or the honest carrier
hauls it and is never paid

Source: FBI IC3 public service announcement on carrier identity fraud; growth reported for 2022-2024. Steps are a generalized pattern.

CCCCCCCCCCCCCC
CONFERENCE

- &;NMF TA




Misinformation / Disinformation Campaigns
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Al Has Lowered the Bar for Attackers
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Compliance Measure Completion Rates
Attackers Measure Click Rates




* Training is an event, not a behavior
* Policies protect the organization, not people

* Human are NOT the weakest link!



What’s the Costs of Clients Who Lose Trust?

< SHIPPERS —> BROKERS > CARRIERS
SHIPPERS — BROKERS —> CARRIERS
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Building Human Resistance
Behaviors




People, Process & Technology

Organizational
Readiness

Human
Resilience

Al Defense
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Process: Organizational Readiness
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People: Before You Click, ask is this Expected’?
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Human Resilience — What Should We Be Asking?

-ts-this-a-deepfaice?-
Train Users to Follow
Verification Procedures
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Layers of Detection

© © &

Verify Source Question Monitor
Confirm the media Consider the source Challenge the validity Observe media
content and determine of the video / audio streams for potential
identity deepfakes
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A Vlgllant Human That Stops the Attackers
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Interested in Learning More?

https://www.resemble.ai/deepfake-database/

https://www.aiaaic.org/aiaaic-repository

https://incidentdatabase.ai
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3 Things To Do
Next

1.Take the Extra
Moment

2.Trust the Process,
not the voice

3.If something feels
off, say something
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