
TRANSPORTATION INDUSTRY
CYBERSECURITY TRENDS REPORT



The convergence of traditional cargo 
theft, cybercrime, and operational 

disruptions has transformed trucking 
cybersecurity from an IT issue into a full-

spectrum operational resilience challenge.

2026 NMFTA Transportation Industry Cybersecurity Trends Report Page 2 of 40



TABLE OF CONTENTS
Executive Summary..................................................................................................................... 4

2025 in the Rearview & The Road Ahead for 2026 ............................................................... 5

Sophistication and Specialization of Cybercrime in Trucking ........................................... 10

People, Processes, and Technology Trends........................................................................... 14

Digital Asset Cybersecurity Trends ......................................................................................... 18

Physical Asset Cybersecurity Trends ..................................................................................... 22

Emerging Technology Cybersecurity Trends......................................................................... 25

Privacy Laws, Regulatory Landscape, Geopolitical Influences and Impacts................... 29

Conclusion..................................................................................................................................... 33

NMFTA Cybersecurity Resources............................................................................................. 34

NMFTA Cybersecurity Best Practices Guidebooks ........................................................................ 34

NMFTA Cargo Crime Reduction Framework.................................................................................... 34

NMFTA Cybersecurity Webinar Series. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

Annual NMFTA Cybersecurity Conference...................................................................................... 35

About Us......................................................................................................................................... 36

Appendix......................................................................................................................................... 37

Industry, Cybersecurity & Technical Acronyms .............................................................................. 37

Transportation & Regulatory Acronyms............................................................................................ 38

References.......................................................................................................................................... 39

2026 NMFTA Transportation Industry Cybersecurity Trends Report Page 3 of 40







Social engineering remained the leading 
risk facing the transportation industry in 
2025. Cybercriminals and cargo thieves 
leveraged both traditional deception and 
new technologies to conduct highly targeted 
campaigns against carriers, brokers, and 
shippers. These attacks served as the entry 
point for ransomware, data theft, and extor-
tion schemes, and increasingly formed the 
foundation for cyber-enabled cargo crimes. 
Across the sector, the correlation between 
digital compromise and physical theft is now 
unmistakable. Cyber intrusion often pre-
cedes or directly enables theft of freight.

Throughout 2025, cargo crime trends re-
mained elevated. CargoNet reported that in 
Q3 2025, cargo theft claims reached $111.88 
̮˥̑̑˥̵ͅầᴤȃʢΒ˥α̉ᵛầפנמנᴥᵜầ αầαςȶˈˈʢΒ˥̵ˈầȶαầς˒˥αầ
number is, it is well understood that reported 
cargo crimes only represent a small percent-
age of total cargo crimes experienced across 
the sector due to widespread underreport-
ing. While traditional hotspots such as Cal-
ifornia and Texas contributed to year-over-
year increases, the most dramatic growth 
occurred in the New York City metropolitan 
area, specifically New Jersey and eastern 
Pennsylvania (up 110% and 33%, respec-
tively). Analysts attributed these spikes to 
the adoption of cybercrime tactics by orga-
nized criminal networks who leveraged social 
engineering to impersonate carriers, hijack 
Federal Motor Carrier Safety Administra-
ς˥̵ͅầᴤÇšfǉ ᴥầȶʄʄͅϒ̵ςαᵛầȶ̵ʐầ̮ ȶ̵˥Άϒ̑ȶςʢầ̑ ͅȶʐầ
tenders and other dispatch documentation. 
The result is a seamless blend of cybercrime 
and physical theft, where stolen credentials, 
fake identities, and compromised systems 
have facilitated physical theft of cargo at 
unprecedented levels.

This correlation was reinforced by a series 
of 2025 investigations into organized 
theft networks that combined phishing, 
credential harvesting, and fraud at scale. 
Bad actors used AI-generated emails, deep-
fake voice calls, and spoofed dispatch 
updates to misdirect shipments or extort 
payments through fraudulent detention or 
lumper fees. In many cases, attackers used 
ɽϒα˥̵ʢααầʢ̮ȶ˥̑ầʄ̮ͅΆΒ̮ͅ˥αʢầᴤ^|fᴥầςͅầςȶ̉ʢầ
over legitimate communication channels and 
fraudulently book loads, deliver false pickup 
authorizations, change banking information, 
or change delivery instructions. These 
examples demonstrate the extent to which 
digital deception has become embedded in 
the cargo crime ecosystem.

At the same time, the general cybersecurity 
threat landscape for the transportation sector 
also evolved in both sophistication and tempo 
throughout 2025. ReliaQuest, cybersecurity 
company that provides a security-operations 
platform and managed detection/response 
services to large enterprises, found that the 
average breakout time (the period between 
initial compromise and lateral movement) 
fell to only 18 minutes by the end of Q3, 
underscoring the speed with which modern 
ȶςςȶʄ̉ʢΒαầ ͅΆʢΒȶςʢầ ᴤƼʢ̑˥ȶƻϒʢαςᵛầ Ȇ˒ȶςᵊαầ
trending: Top cyber attacker techniques, 
Ňϒ̵ʢᴱ ϒˈϒαςầפנמנᵛầפנמנᴥᵜầšȶ̵Ѕầͅ˃ầς˒ʢαʢầ
intrusions leveraged legitimate remote 
management and file transfer tools already 
present in victim environments to encrypt or 
exfiltrate data or extract operational details.
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Despite this heightened risk environment, there are encouraging trends. Industry 
ʄ̑̑ͅȶɽͅΒȶς˥̵ͅầς˒Βͅϒˈ˒ầς˒ʢầũȶς˥̵ͅȶ̑ầšͅςͅΒầÇΒʢ˥ˈ˒ςầǗΒȶ˃˃˥ʄầ αᾳʄ˥ȶς˥̵ͅᵛầ ă̵ʄᵜəαầᴤũšÇǗ ᴥᶓầ
cybersecurity initiatives, including the Cybersecurity Best Practices Guidebooks, Vendor 
Risk Assessment Framework, and Cargo Crime Reduction Framework, has begun to influence 
ͅΆʢΒȶς˥̵ˈầ̵ͅΒ̮αᵜầ ϷȶΒʢ̵ʢααầςΒȶ˥̵˥̵ˈᵛầ|̑ʢʄςΒ̵ͅ˥ʄầŖͅˈˈ˥̵ˈầqʢϳ˥ʄʢαầᴤ|Ŗqαᴜầȶ̵ʐầςʢ̑ʢ̮ȶς˥ʄαầ
ʐʢϳ˥ʄʢầϳȶ̑˥ʐȶς˥̵ͅᵛầϒαʢầͅ˃ầ̮ϒ̑ς˥ᴱ˃ȶʄςͅΒầȶϒς˒ʢ̵ς˥ʄȶς˥̵ͅầᴤšÇ ᴥᵛầȶ̵ʐầʄЅɽʢΒαʢʄϒΒ˥ςЅầ˥̵ʄ˥ʐʢ̵ςầ
response preparedness are increasingly seen as core competencies of fleet operations 
rather than optional security controls. Additionally, transportation associations, industry 
stakeholders, law enforcement, and government agencies are promoting a shared defense 
model that treats cybersecurity as an essential component of supply-chain continuity. 

These positive trends will continue in 2026 given the demonstrated appetite and commitment 
across the transportation sector for meaningful collaborations and shared collection, fusion 
and dissemination of cybersecurity, operational security, and physical security intelligence. 
2026 will ring the new year with several emergent developments across the sector, while 
continuing the refinement of existing trends. These include:

1.	 Continued specialization of cybercrime 
groups will be coupled with collabora-
tive efforts that further increase the 
efficiency of cyberattacks.

2.	 Attack speed and automation will con-
tinue to outpace human-scale response 
capacity, making continuous monitoring 
and automated detection and response 
capabilities essential.

3.	 Ransomware and extortion schemes 
remain fragmented. Exfiltration will 
gain prominence over encryption as 
the primary means of extortion. 

4.	 Social engineering will remain the single 
most effective attack vector, further 
enhanced by sophisticated AI-enabled, 
industry specific tactics and techniques.

5.	 Cyber-enabled cargo crimes will contin-
ue rising as organized criminal groups 
further refine their merging of traditional 
theft operations with offensive cyber 
capabilities.

6.	 The weaponization of legitimate admin-
istrative tools will increase complicating 
detection and response efforts while 
requiring more carefully tuned defenses.

7.	 Supply-chain trust exploitation will 
accelerate as adversaries increasingly 
seek to weaponize interconnected SaaS 
platforms, telematics providers, Global 
ƴͅα˥ς˥̵ͅ˥̵ˈầǉЅαςʢ̮ầᴤËƴǉᴥầʐʢϳ˥ʄʢαᵛầʄ̑ͅϒʐầ
environments, and transportation man-
ȶˈʢ̮ʢ̵ςầαЅαςʢ̮αầᴤǗšǉαᴜᵜ

8.	 AI will remain a transformative force in 
the industry, aiding both attackers and 
defenders while facilitating significant 
changes to operational processes.

9.	 Regulatory emphasis on incident re-
porting, data privacy, and supply-chain 
cyber assurance will intensify, driven by 
new federal mandates and insurance 
market pressures.
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The past year was clearly marked by the 
maturation of many organized cybercrime 
operations, including those who are targeting 
the North American transportation sector. An 
attack environment that used to be primarily 
populated by opportunistic credential 
theft and ransomware deployments has 
evolved into a structured, corporate-
like ecosystem with distinct areas of 
specialization, efficient division of labor, and 
coordination between bad actors. Groups 
that once operated independently, such as 
ransomware operators, data brokers, social 
engineers, and identity fraud specialists, 
are now collaborating with unprecedented 
efficiency. The resulting ecosystem rivals 
the complexity of legitimate transportation 
and logistics networks. It is decentralized, 
modular, and highly adaptive.

ReliaQuest’s intelligence reporting on the 
“professionalization of cybercrime” found 
that modern threat groups are operating 
as full-scale enterprises, complete with 
recruiting pipelines, training programs, 
and specialized departments focusing on 
functions such as access brokering, AI-driven 
reconnaissance, and financial operations 
ᴤƼʢ̑˥ȶƻϒʢαςᵛầ Ƽʢ̑˥ȶƻϒʢαςầ ầפנמנ ǗΒϒʄ̉˥̵ˈầ
Trends NMFTA Internal Intelligence Report, 
ᴥᵜầפנמנ ă̵αςʢȶʐầͅ˃ầΒʢ̑Ѕ˥̵ˈầ̵ͅầˈʢ̵ʢΒȶ̑˥Мʢʐầ
hackers, these organizations now recruit 
domain experts who understand industry-
specific technologies such as TMSs, 
telematics, and cloud-based applications. 
This trend signals a structural shift in the 
ways that adversaries operate. Bad actors 
now view the transportation supply chain not 
as a peripheral target, but as a mature, high-
value target domain that is worth investing 
significant time, resources, and dedicated 
expertise due to the high potential reward 
for their efforts.

Evidence of targeted specializations is 
prevalent across the bad-actor landscape. 
Groups like Scattered Spider, ShinyHunters, 
and multiple LockBit affiliates adopted distinct 
roles across the attack lifecycle. Initial access 
brokers focused on harvesting credentials 
through phishing or other social engineering 
attacks. In the transportation industry, these 
attacks often include impersonation of 
dispatchers and brokers in addition to the 
more broadly observed use of IT helpdesk 
and executive impersonations seen in all 
industries. Once inside, ransomware actors 
like Akira, Clop, and Play were engaged to 
execute data exfiltration, encryption and 
extortion, while specialized monetization 
teams handled ransom negotiations and 
cryptocurrency laundering. Each participant 
extracts profit from their stage of the attack, 
with no single group needing to develop 
all the skills required to master the entire 
attack cycle.

This more modular structure increases both 
the speed and the impact of attacks. The 
average time between initial access and full 
system compromise continues to decrease, 
from days or hours to mere minutes. Once 
intrusion begins, lateral movement and data 
exfiltration now occur faster than human 
defenders can respond manually. Attacks 
observed in 2025 predominantly relied less 
on exotic zero-day exploits than on efficiency 
and the exploitation of human weaknesses 
and process gaps. Attackers are increasingly 
leveraging legitimate administration tools, 
exploiting human error, and automating the 
attack process.

This specialized collaboration trend has 
further reinforced the “cybercrime-as-
a-service” model. Access brokers now 
sell verified credentials on dark web 
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ransomware attack. The stolen information was then leveraged for fraud, identity theft, 
phishing campaigns, and extortion efforts. Throughout 2026, it is likely a continued decrease 
in the instances of traditional encryption-based ransomware deployments will be observed, 
with bad actors instead focusing more on data theft for extortion due to the higher likelihood 
of successful exfiltration rather than attempting encryption and risking detection.

As cybercrime groups continue to specialize and expand their bench of expertise through 
active recruiting and collaboration between groups, trucking and logistics operations should 
anticipate more disciplined and businesslike adversaries. The implications for defenders are 
clear: Reactive cybersecurity is no longer acceptable. The industry must adopt proactive and 
coordinated defensive structures, integrating intelligence gathering, analysis and distribution, 
continuous monitoring, and cross-functional coordination between IT, operations, and 
compliance teams. Only by outpacing the sophistication and adaptability of the adversaries 
can fleets reduce the speed, impact, and success rate of modern cybercriminals.
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First, the persistent risk presented by the human element: Social engineering and insider 
compromise will remain leading risks as attackers refine AI-assisted deception to leverage 
weaknesses in human emotions, innate trust biases, and susceptibility to stress. 

Second, the exploitation of operational trust between employees and their systems, and 
between partners across the transportation ecosystem, will continue to provide highly 
efficient and successful pathways for attackers. 

Third, automation and attack speed increases will force the industry to increasingly adopt 
and rely on continuous monitoring and automated detection and response tooling. 

For transportation companies, the operational perimeter is now everywhere: employees, 
data, trading partners, cargo, and the intersections between these elements. Sustaining 
resilience will require embedding cybersecurity into every operational process across the 
organization, rather than treating it as a bolt-on component or separate business function.
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bases containing shipment records, pricing 
data, and account credentials. These types 
of intrusions easily bypass traditional defen-
sive postures and force a rethinking of how 
the perimeter is defined, while also empha-
sizing the need for continuous configura-
tion monitoring, strict identity and privilege 
controls, and comprehensive vendor risk 
management.

Increasingly, bad actors remain undetected 
by either delaying or altogether forgoing the 
deployment of ransomware to encrypt data, 
preferring instead to exfiltrate data at scale 
and use the threat of release of that data 
to extort a ransom payment from victims. 
The combination of these evolving threats 
has forced organizations in the transporta-
tion industry to redefine their cybersecurity 
priorities. Preventing intrusion is not suffi-
cient. Resilience now depends on visibility, 
segmentation, detection of data exfiltra-
tion, and recovery capabilities. Industry best 
practices such as prioritizing the adoption of 
zero-trust architecture, immutable backup 
solutions, and continuous monitoring re-
main, but now should be incorporated into 
security programs with increased urgency. 
The NMFTA’s Cybersecurity Best Practices 
Guidebooks recommend specific safeguards 
and are recommended for further reading 
on specific actions that fleets can take to 
prepare their operations for the continued 
evolution of these threat trends.

Looking ahead into 2026, transportation 
sector cybersecurity leaders  anticipate con-
tinued escalation of the threats mentioned 
above. Ransomware groups are expected to 
expand their use of automation and AI-driven 
reconnaissance to identify high-value opera-
tional data, while defenders will increasingly 

turn to threat intelligence sharing and pre-
dictive analytics to anticipate exploit trends. 
Concentration risk will remain a structural 
challenge until the sector diversifies its tech-
nology providers or mandates standardized 
security controls across platforms utilized in 
the industry. The most resilient fleets will be 
those that treat digital asset protection as 
mission-critical and integrate cybersecurity 
across the business, including safety, main-
tenance, operations, and business continuity 
planning.
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In 2025, these concerns led to the introduction of regulations aimed at mitigating the use 
of components manufactured in certain high-risk regions for connected vehicles. Although 
this rule currently only applies to passenger vehicles, issues surrounding country-of-origin 
risk and the measures designed to address them are expected to remain a regulatory focus 
into 2026.

Overall, 2025 saw a steady increase in interest in heavy-duty vehicle cybersecurity efforts 
and research. While no attacks specifically on trucks in the wild have been publicly released, 
there are ongoing trends that highlight the need for continual strengthening of these systems 
and surrounding environments.

High-fidelity deepfakes and 
AI-generated content are 

redefining social engineering.
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fully automated exploitation and lateral 
movement, has the capability of compressing 
the entire breach lifecycle, and therefore the 
available response time, to well under an 
hour.

The same technology is also transforming 
defensive operations. AI-based behavioral 
analytics systems are becoming indispens-
able for detecting subtle anomalies in logins, 
data access or movement, and even vehicle 
telemetry. Organizations deploying properly 
configured AI-assisted monitoring solutions 
achieve significant reductions in detection 
times and experience far earlier notifica-
tions of intrusions than human analysts alone 
could provide. Machine learning models 
trained on operational baselines are able to 
flag deviations such as unusual route alter-
ations, abnormal file access, or off-hours 
account use in near real time. These tools 
are proving particularly valuable in 24-hour 
industries like transportation where manual 
oversight simply cannot keep pace with the 
volume of digital activity.

The competition between automated offense 
and automated defense is quickly defining 
a new cybersecurity balance point. Both 
attackers and defenders are leveraging ML 
and other forms of AI to accelerate both 
decision-making and action. While attackers 
are often thought to have the advantage 
of simplicity on their side (the well-known 
“they only need to find one successful path”), 
defenders can effectively gain the upper 
hand with a single real-time detection and a 
well-configured defense. Catching the bad 
actor at any phase of the attack chain forces 
them to change tactics, invest more time 
and resources, and often start their entire 
campaign over. This reality drives home the 
importance of layered security architectures 
capable of recognizing subtle behavioral 

signals that pure rule-based legacy systems 
might miss.

As emerging technologies evolve, cybercrime 
operations continue to adapt in parallel. 
Automations increasingly allow smaller 
and less skilled criminal groups to deploy 
complex multi-stage intrusions that once 
required significant technical expertise. 
The diversification of targets has continued 
throughout 2025, with the number of 
indiscriminate automated attacks surpassing 
refined, targeted operations. Fewer fleets 
now subscribe to the misconception 
that they are “too small” or “too niche” to 
attract attention from major cybercrime 
operations, and the past year has confirmed 
that every operation in the sector is now a 
viable target for autonomous, AI-assisted 
campaigns that can identify and exploit 
weaknesses at unprecedented scale and 
with unprecedented speed.

Defensively, the industry’s adoption of AI 
is beginning to mature beyond the realm of 
chatbots and AI-powered spam detection. 
AI-driven intrusion detection, autonomous 
defensive tools, and predictive analytics are 
moving from theoretical studies and pilot 
programs into operational use. However, 
these technologies remain only as effective 
as the data feeding them. Poor data hygiene, 
limited visibility into third-party tools and 
processes, and a lack of interoperability 
between systems continue to provide 
headwinds against the development of fully 
automated defense. Poorly configured, or 
inadequately tested AI deployments continue 
to create additional threats for the industry as 
the race to adopt these newer technologies 
is impacted by the pressurized demands of 
speed and efficiency in the transportation 
sector.
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CONCLUSION
The year ahead will present unprecedented challenges in the cybersecurity landscape for the 
transportation sector. Cyber-enabled cargo crime will remain a growing threat; sophisticated 
cybercriminals will continue to mount ever-more complex attacks with increasing speed and 
precision. AI, the great double-edged sword of technological advancement, will bring new 
security challenges and will up the ante in the constant game of cat-and-mouse between bad 
actors’ intent on disruption, fraud, and data theft and the defenders tasked with protecting 
organizations in the crosshairs. 

However, the transportation sector has demonstrated already that it is rising to the challenge. 
Collaboration across the sector is at an all-time high, with cybersecurity professionals, 
executives, law enforcement, government agencies, and operations teams sharing threat 
intelligence, indicators of compromise, and lessons learned with greater transparency than 
ever before. 

The impact of cyber-enabled cargo crime has been felt by stakeholders across the industry, 
and the private sector, the public sector, and non-profit organizations and associations 
alike have said: “Enough!” Through consistent and concentrated collaboration, the tide will 
turn against the bad actors who target the transportation sector looking for easy profits. 
Constant tailored awareness training, organized intelligence collections and dissemination, 
coordinated research and security-first development and integrations are moving the needle. 

Incorporating cybersecurity, operational security, and physical security as three parts of an 
integrated whole into the cultural fabric of every organization across the sector will reduce 
the risks faced by all. Together, the members of the transportation sector regularly do the 
impossible. Through collaboration, consistent focus on strategic solutions, and good old 
fashioned hard work, securing the sector against cyber-enabled cargo crime, extortion and 
disruptions will be one more in a long line of success stories that this industry will be able 
to proudly share.
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ABOUT US
NMFTA Cybersecurity is a division of the National Motor Freight Traffic Association, Inc. 
ᴤũšÇǗ ᴥᶓᵛầ̵ ̵ͅᴱΆΒͅ˃˥ςầͅ Βˈȶ̵˥Мȶς˥̵ͅᵜầũšÇǗ ầfЅɽʢΒαʢʄϒΒ˥ςЅᵊαầ̮ ˥αα˥̵ͅầ˥ αầςͅầΆΒ̮ͅͅςʢᵛầȶʐϳȶ̵ʄʢᵛầ
and improve the welfare and interests of the motor carrier industry. We do this through 
research, education, lobbying and developing industry standards and best practices. Our 
goal is to have the most informed membership who not only grow profitable, but efficiently 
run operations and protect against new challenges resulting from the digital era. 

Learn more at nmfta.org/cybersecurity

Follow Us:
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Transportation & Regulatory Acronyms

•	 BOL  Bill of Lading 

•	 CISA  Cybersecurity and Infrastructure Security Agency

•	 CIRCIA  Cyber Incident Reporting for Critical Infrastructure Act

•	 CPRA  California Privacy Rights Act

•	 DHS  Department of Homeland Security

•	 DOT  Department of Transportation

•	 ELD  Electronic Logging Device

•	 FMCSA  Federal Motor Carrier Safety Administration

•	 FTC  Federal Trade Commission

•	 NCSIP  National Cybersecurity Strategy Implementation Plan

•	 OEM  Original Equipment Manufacturer

•	 PRC  People’s Republic of China

•	 SEC  Securities Exchange Commission

•	 TMS  Transportation Management System

•	 TSA  Transportation Security Administration
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