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e Overall security is as strong as the weakest
link

 Companies spend tons of S on the latest and
greatest, but not enough in training and
processes
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Cases In the News

MGM Resorts Attack - 2023

» Attackers found employee information on
LinkedIn

* Pretended to be staff when calling help desk
e 10-minute conversation

* Timed the attack on the weekend




Cases in the News

Uber MFA Fatigue — 2022

« Attacker purchased stolen credentials
on dark web

« However, access required MFA

» Attacker (pretended to be from Uber
security team) contacted target to
accept MFA request

« Attacker sent a flood of MFA requests
to pressure them.




Cases in the News

Tea Pot

Uber MFA Fa tigue - 2022 ok so basically uber had a network share \\| ots. the share
B} contained some powershell scripts.
« Attacker purchased stolen credentials | |
one of the powershell scripts contained the username and

on d d I’k we b password for a admin user in Thycotic (PAM) Using this i was able to
extract secrets for all services, DA, DUO, Onelogin, AWS, GSuite

i H Oweve r, a CceSS req u i red M FA on an uber IP range? or v.._ ...._ on like GCP or AWS (*.ulbferint?.rhallﬂ

T o

in Uber intranet

» Attacker (pretended to be from Uber
security team) contacted target to o
accept MFA requeSt How'd you get access to the intranet then? gpm v I

SE an employee -> access VPN -> scan intranet? g.0g piy 27 |

* corp.uber.com

« Attacker sent a flood of MFA requests yes! e %
to pressure them. —  “Sa” o i




OSINT

"INFORMATION IN THE OPEN IS A
PUZZLE—OSINT IS THE ART OF
FITTING THE PIECES TOGETHER
BEFORE ANYONE ELSE REALIZES
THEY'RE MISSING."

\__ National Motor Freight
y Traffic Association, Inc.



OSINT E

Definition: Open-Source Intelligence i .

Goal: Obtain insights and information about .
the target organization and/or its personnel .

Finding:

Phone numbers 0 ;f’
o "1,

Passwords .
Email addresses - ; /
Building layouts

Work relationships, etc.... " ) ?/ .

IT assets e " {,/y

.
# *
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OSINT

e Websites:

o Namechk
o IntelTechnigues
o OSINTFramework

o Spokeo

* Tools:
o Maltego
o Google Dorking
o Recon-NG
o Spiderfoot
o AMASS

Username{)

Email Address{D

Domain Name{@

IP & MAC Address{D
Images / Videos / Docs D
Saclal Natwarks{)
Instant Mgssaging
Psople S&arch Engines @

Dating @
Telephone Nimbers Q)
Public Records Q)

Bugingss Records Meta Search @
Transpartation{) Coda Search @
FTP h
Gealogation Tools / Maps@ Scarch @
) Academio/ Publication Search- @
Search Engines O
News Search Q)
Eorums / Blogs / IRG@D
OSINT Framework Archives @ Other Search- @
ives
Search Tools @
Language Translation(
Search Engine Guides @
Metadata@
: ) Fact Ghecking- @
Mobile Emulation@
Tarrerism@
Dark Web@ Biteoin (@
Digital Currency ) Ethereum Q)
Classifieds @ Monero- &
Encoding, / Desoding @
Tools
.t O ChatGPT (R)
AlTools{(O) O WormGPT-5 ()
Malicious Filg Analysis@)
Exploits & Advispries{)
Persona Creation @
Threat Intelligence-@
Anonymous Browsing- @
OpSac{)
Privacy / Clean Up @
Documentation / Evidence Capture{
Metadata / Style @
Training

Facebook- @

Instagram @

Twitter Q)

Reddit O

tinkedin @

Tiktok @

Other Saclal Netwarks- @
Search- @

General Search- @

N

@F A
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https://namechk.com/
https://namechk.com/
https://inteltechniques.com/tools/index.html
https://inteltechniques.com/tools/index.html
https://osintframework.com/
https://osintframework.com/
https://www.spokeo.com/
https://www.spokeo.com/
https://www.maltego.com/
https://www.maltego.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://github.com/lanmaster53/recon-ng
https://github.com/lanmaster53/recon-ng
https://github.com/lanmaster53/recon-ng
https://github.com/lanmaster53/recon-ng
https://github.com/smicallef/spiderfoot
https://github.com/smicallef/spiderfoot
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass

i) Malleum

Home My Company About Posts Jobs People
e Social Medias & Personal
. Kyle Falcon, PhD - 1st Kevin Tremblay - st Salim Douba - 2nd
I nfo rm atl O n : Senior Technical Writer OSWP | OSCP | cRTO | OSCE3 Senior IT and Cybersecurity
Student | SC-200 Student |... Auditor Malleum Corp
O I_I n ked | n - SC ra D D e r ( Dvp I D rO I eCt) Nadeem Douba, Tony Kanjirappally, Dan Lesage, Chris Sumner, and 35 Nadeem Douba is a mutual
T . - ’ and 15 other mutual connections other mutual connections cannection

= Searching for Employees ( r— Y€ TR— I Connect 3

» Scrappers need to change
frequently

o Twitter Scrapper . . .

» What's the target's hobbies

Andrew Fisk - 1st Mathieu Quirion - st Thirstan Falcon... - st
H . Cyber Security Management | Security Researcher | Hacker Strategic thinker with a broad
|
Anyth I ng We Ca n hel‘p bu I l'd a Information Security Strategy... understanding of the...
p retext Provides services - Business 660 followers « Dan Lesage, Sherif
Consulting, Project Management, Koussa, and 36 other mutual Mike Landeck, Chris Sumner, and 44
Cybersecurity, IT Consulting, ... connections other mutual connections

L’: Message ) ( Message ) ( Message )

@ETAN

National Motor Freight
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https://pypi.org/project/linkedin-scraper/
https://scrapfly.io/blog/how-to-scrape-twitter/

= crt.sh/?g=fedex.com

crtshiD | Logged At {|NotBefore Not After Common Name Matching Ident
O S I N T 24489687121| 2020-02-12 |2015-01-15 2016-01-15 prod.ec.fedex.com prod.ec.fedex.com
2382685065 2020-01-27 |2016-07-20|2016-12-09 |devesso.secure.fedex.com devedcsso.secure.fedex.con

devpghsso.secure.fedex.con

devssoedcO1.secure.fedex.c

- - - devssoedc02.secure fedex.c

« Domain and |IP Enumeration: derssoscol secure fedex

devssoedc04.secure.fedex.c

devssopgh01.secure.fedex.c

devssopgh02.secure.fedex.c

O A M A S S devssopgh03.secure.fedex.c

devssopgh04.secure.fedex.c
1 devssa.secure.fedex.com

S U b ll St3 r devssowtc01.secure.fedex.c

devssowtc02.secure.fedex.c

devssowtc03.secure.fedex.c

C rt. S h devssawtc04.secure.fedex.c

devwicsso.secure.fedex.con

. . iwb(000B1.secure fedex com

Fl n d | n q | P B lOCkS iwb00082.secure.fedex.com

~ iwh00083.secure.fedex.com

O
O
O
iwb00084.secure.fedex.com
O
O
O

S h O d a n iwh00085.secure.fedex.com

iwb00086.secure.fedex.com
iwh00101.secure.fedex.com
fofa i O iwb00102.secure.fedex.com
. iwb00103.secure.fedex.com
iwb00104.secure.fedex.cam

- - iwh(2502.ground.fedex.com

R | S kl Q - M | C I’O S Oft Tl D efe n d e r iwb02503.ground.fedex.com
v iwb02503.secure fedex.com
iwh02504.secure.fedex.com

2382685967 2020-01-27 |2016-08-04|2016-12-14 |devoam.secura.fedex.com devedcoamadmin.secure.fec
devedcoam.secure.fedex.cal

devoamadminedc.secure. fex

devoamadminwtic.secure fac

devoamedc01.secure.fedex.

devoamedc02.secure.fedex.:
devoamedc03.secure.fedex.

@ETAN
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https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/aboul3la/Sublist3r
https://github.com/aboul3la/Sublist3r
https://crt.sh/
https://crt.sh/
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api
https://ip-netblocks.whoisxmlapi.com/api

Phishing Examples

"A WELL-CRAFTED RUBRIC IS MORE
THAN A SCORING TOOL; IT'S A
MIRROR THAT REFLECTS BOTH THE
LEARNER'S PROGRESS AND THE
CLARITY OF OUR EXPECTATIONS."

IV e 1)
G . (A
® - Matinaiotr Fraigh

= m CONFERENCE



NIST Phish Scale

A scale that can be used to craft phishing campaigns that are
designed to test varying degrees of awareness within organizations,
from very easy to very difficult.

Uses two components:
1. Cues:
* The observable characteristics of the phishing email.
* How many suspicious cues are there?
2. Premise Alignment:
« Alignment of the email’s context to the user’'s work experience.

* |s this an email they would realistically expect at work?




NIST Phish Scale
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NIST Phish Scale
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NIST Phish Scale

HIGH relevance + FEW cues = VERY DIFFICULT to identify
v
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Changing Banking Details

From: Yellen Moore, Psy.D., <y3933@gmail.com>
Sent: Tuesday, August 5, 2025 10:20 AM

To: | >
Subject:

Good morning,

Prior to the next pay date, | want my banking details to be changed to a new one. What specific details are you going to
need?

Best Regards,
Ye , Psy.D.

Licensed Clinical Psychologist

Sent from Outlook for iOS

@mm

__ National Mater Fralght
Traf ine.



Changing Banking Details

Gmail used for work

From: Yellen Moore, Psy.D., <y3933@gmail.com>
Sent: Tuesday, August 5, 2025 10:20 AM

To: | >
Subject:

Good morning,

Prior to the next pay date, | want my banking details to be changed to a new one. What specific details are you going to
need?

Best Regards,
Ye , Psy.D.

Licensed Clinical Psychologist

Sent from Outlook for iOS

@mm

__ National Mater Fralght
Traf ine.



Changing Banking Details

Gmail used for work

From: Yellen Moore, Psy.D., <y3933@gmail.com>
Sent: Tuesday, August 5, 2025 10:20 AM

To: | >
Subject:

Good morning,

Prior to the next pay date, | want my banking details to be changed to a new one. What specific details are you going to
need?

Best Regards,

Ye¢ , Psy.D. What can you do?
Licensed Clinical Psychologist Use alternative channels of communication
(e.g. verify the request by phone)

Sent from Outlook for iOS

@ETAN

_ National Motor Freight
Traf) inc.



Credential Harvesting

To: (¢
Subject: | Center

Good morning, ymoore@yoloai.com
You received a document

Please see below

Please let me know if you have any questions.

Regards

REVIEW DOCUMENTS

Authorization Coordinator
Center

1002

@ETAN

_ National Motor Freight
Traffic Association, Inc.




Credential Harvesting

To: (¢
Subject: | Center

Greetlng nOt — Good morning, ymoore@yoloai.com
add reSS|ng ] You received a document

person Please see below

Please let me know if you have any questions.

Regards

REVIEW DOCUMENTS

Authorization Coordinator
Center

1002

_ National Motor Freight
Traffic Association, Inc.

@ETAN




Credential Harvesting

To: (¢
Subject: | Center

Greetlng nOt — Good morning, ymoore@yoloai.com
addressing a

You received a document

pe rson Please see below
Please let me know if you have any questions.
Hover over
icon Regards

7 . \ Wi P AERNTS

(don t ClICk) REVIEW DOCUMENTS
Authorization Coordinator
Center Original URL:
1002 https://ic  ite.comfonetimereal/realfile/

program/freshsecureportal.html

Click to follow link.

_ National Motor Freight
Traffic Association, Inc.
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Credential Harvesting

To: (¢
Subject: | Center

Greetlng nOt — Good morning, ymoore@yoloai.com
addressing a

You received a document

pe rson Please see below
Please let me know if you have any questions.
Hover over
icon Regards
(d on’t C|.I Ck) REVIEW DOCUMENTS -
Authorization Coordinator Site a nd
Center Original URL: method for
1002 https://ic  ite.comfonetimereal/realfile/ . .
. program/freshsecureportal.html < file retrieval
Click to follow link. not expected

@VMFTA.

National Motar Freight
Tral inc.



Bite.com/onetimerea X +

. (@ kepslicgliite.com - s
C re d e n tl a l . S D B e,

Harvesting

Confidential Document

Link looks E SecureVault B oor. 20w

suspicious
p Secure Document Access

To access your secure document, please verify your identity
using your email address.

End end encrypted
End-to-End Encryption Biometric Authentication Audit Trail
Your documents are encrypted from the moment they're Multi-factor authentication including fingerprint and face Complete visibil

uploaded until they reach the recipient. recognition for maximum security. and when they v




X | @ Authenticating...

Credential ) T —
Harvesting

B8 Microsoft

€

Enter password

Because you're accessing a sensitive information you need

to verity vour password.
Incorrect password, please try again!

Password

@VMFTA

National Motar Freight
t ne.



X | @ Authenticating...

C red e nti a l 3] |hetpsill left.com/r/2aXBkYX
Harvesting

Not a Microsoft domain

B8 Microsoft

¢

Enter password

Because you're accessing a sensitive information you need

to verify your password.
Incorrect password, please try again!

Password

@VMFTA

National Motar Freight
 dne.



x | @ Authenticating...

Credential 4] |ssps//col left.com/r/2aXBkYX
Harvesting

Not a Microsoft domain

B8 Microsoft

¢

Enter password

Because you're accessing a sensitive information you need

Font does not look right

to verify your password.
Incorrect password, please try again!

Password

LL:NMFTA

National Motar Freight



& Authenticating ...

Credent_lal | Decode Base64 in URL
Harvesting

Decoder m .
mm Microsoft
R
£

axBk rYaLjES , XzFfomatJnVp; NjlwMjVVMDYwNjAZNTG:
Enter password

Because you're accessing a sensitive information you need

to verity vour password.

IP Address

¢ Incorrect password, please try again!

ipdata=214.214.217.1758&vbox=&sv=0365_1_nom&uid=USER03062! 358|

Password

Forgot password?

_ National Motor Freight
Traffic Association, Inc.

@ETAN



(External) Reaching Out From MS Teams
© Message

SF Chat
o s org

/\ This person is from outside your organisation

Messages from unknown or unexpected people could be spam or phishing attempts.
Never share your account information or authorise sign-in requests over chat.

To be safe, preview their messages

S (s s org) wants to chat with you

ﬂ This person is from outside your organisation

Messages from unknown ar unexpected paople could be spam or phishing attempts.
Never share vour account information or authorise sign-in requests over chat,

To be safe, preview their messages.

Block Accept

@ETAN

_ National Motor Freight
Traffic Association, Inc.




B (External) Reaching Out From MS Teams

SF
0

S — -

8§

v/’

) chat

s .org

is part of an organisation. It's possible they have message-related policies that will apply to the chat. Learn more

S (External) 11:08 a.m.

SF Hello
(-]

Can you please

S .org) wants to chat with you

.ng Press & G to go right to a chat or channel _

Messages from unknown or unexpected people could be spam or phishing attempts. Never share your account

Block

Accept

information or authorise sign-in requests over chat.

IS personis rom side your organisation

Messages from unknown or unexpected p@ibple could be spam or phishing attempts.
Never share your account information @ autherise sign-in requests over chat.

To be safe, preview their messages.

@mm

__ National Mater Fralght
Traffic Association, Inc.




$ (External) Reaching Out From MS Teams
- ¢, Call

it |T Help Desk (External)
® @ Missed incoming

External
IT IT Help Desk
® External
S @9 ¢ M
Send a quick message B’
® Offline
Contact >

9 ithelpdesk@a

Show more




EMAIL PHISHING

"PHISHING EMAILS BAIT WITH
TRUST, BUT REEL IN WITH
DECEPTION."

\__ National Motor Freight
y Traffic Association, Inc.




Email Phishing

Steps to build a platform to get email into inbox without whitelisting

2. Match

1. A '
] DOEI Technology

6. Build Pretext
and Landing
Page

5. Configure 4. DNS Records
Email Platform (SPF/DKIM)

7. Setup GoPhish




Email Phishing

Choose an aged domain with a neutral or good reputation

 Choose something that closely matches client's context

 URLs to check

* Aged Domains: https://www.expireddomains.net

* Reputation Check: https://www.talosintelligence.com/reputation_center

* Domain Classification: https://www.fortiguard.com/webfilter

B'}E‘NMF TA
[ CYBERSECURITY
() s COI NCE


https://www.expireddomains.net/
https://www.talosintelligence.com/reputation_center
https://www.fortiguard.com/webfilter

Email Phishing

.expireddomains.net

Total Domains: 642,625,601 Deleted Domains: 583,561,083 Contact Sign Up

Expired Domains.net

Expired Domain Name Search Engine

v Search for Domain Names

a Expired Domains Deleted Domains Domain Lists

You are here | Home | Expired Domains

Pending Delete Domains

Login to see all Domains and Filters If you don't have an account yet, go signup (Free).

Show Filter (About 257,449 Domains) | Sign up (Free) to see all Domains and Filters

Domain
SeminolecountyCattlemen.com 6 12K 201 49 - - : 1 0 20
023wst.com 146 K 11K 2013 37 - - 2 0 20
DundeeCaper.co.uk 5 10K 2018 12 - ] : 1 0 20
caldaro.space 286.4 K 945 2018 83 - - - ] . 16 54 20
clomidst.com 347 K 828 2021 163 - - 4 2 2 1 20
kidneymedi.com 8.4 K 776 2021 26 - - 1 11 20
cvma-korea.org FAN S 759 2016 52 - a 1 0 20
Fortedeimarmiltaly.com 17 751 2013 32 - - 1 0 20
wikimart.ru 3418 K 737 2008 876 - B o 3 - 26 12 20
amoxilst.com 316K 718 2021 107 - - 2 0 20
BuyLipltor.staore 1M.5K 676 2018 29 - - 7 4 20
AgeNews.it 767 674 2002 34 - P 2 - 8 486 20
FastPills.pro 424 K 669 2023 15 = . 3 4 1 20
livermedi.com 4.7 K 641 2021 27 = 2 g - 1 5 20
carogne.com 176 626 - 4] - . , : 2 1 20
Definition-Info.de 315 626 2004 76 - - ] = 1 1 20

@ETA_

National Motor Freight

Traffic Associatiog, Inc.



Email Phishing

Kevin Tremblay <ktremblay@g s.com> o~ & e
KT |
A Vous Mer 2024-03-13 21:13
5&; Ce message est en Anglais Traduire en Frangais Ne jamais traduire a partir de Anglais
Dear” ~ Corporation Employees,

As part of your organization’s ongoing commitment to enhancing workplace environments and fostering positive
experiences for employees, P Consultants has been engaged by Corporation
to conduct a brief survey regarding your satisfaction at work. Your input is invaluable in helping identify areas
for improvement and ensuring that the work environment remains conducive to productivity, growth, and overall
well-being. The survey will only take approximately 5 minutes of your time, and your participation is completely
confidential.

To access the survey, please click on the following link: https:// s.com

We kindly request that you complete the survey within the next 48 hours to ensure that your feedback is included in
our analysis. Your contribution is vital to the success of this initiative, and we genuinely appreciate your time and
cooperation. Thank you in advance for your participation and commitment to making - Corporation
an even better place to work.

Best regards,
Kevin Tremblay, Administrator

Pri t Consultants

@ETA_

National Motor Freight
Traffic Associatiog, Inc.




Email Phishing

Attacker controlled
login page to

capture credentials

Robust & User Friendly!

Password *
FEATURED IN

G

Leader

(E,NMF TA.

National Motor Fre sight
Traffic As



Email Phishing

Setup GoPhish

 Remove signatures

* https://www.redteam.cafe/phishing/gophish-mods

» Setup the following
* Landing page
 Email template

* Sending profile

* https://getgophish.com

B'}E‘NMF TA
[ CYBERSECURITY
() s COI NCE


https://www.redteam.cafe/phishing/gophish-mods
https://www.redteam.cafe/phishing/gophish-mods
https://www.redteam.cafe/phishing/gophish-mods
https://www.redteam.cafe/phishing/gophish-mods
https://getgophish.com/
https://getgophish.com/

Email Phishing

Dashboard
Campaigns
Users & Groups B Export Csv» p—

: W ______________ Delivered 194
Email Templates Blocked 3
Landing Pages
Sending Profiles Sep 25, 2023 000 104

£ 1 L E ) [ & ™ P
Account Settings
User Management @X1LD 9:00 12:00 3:00 6:00 9:00 Sep 27, 2023 3:00 6:00 9:00
Email Sent Email Clicked Submitted Email
Webhook
B =5 Opened Link Data Reported
(i my

User Guide 300 28 18
AP| Documentation

@ETA,

National Motor Freight
Traffic Associatiog; Inc.




PHONE SOCIAL ENGINEERING

"PHONE PHISHING DISGUISES A
VOICE OF TRUST, BUT IT'S A TRAP
WAITING TO BE ANSWERED."

National Motor Freight
Traffic Association, Inc.




Phone Social Engineering

Hands on Cases
e Calling Customer Support Numbers for Internal Information
* Account Takeover via Tech Support

* Account Takeover Gone Wrong

* Convincing Staff to Enter MFA Authentication Codes




Phone Social Engineering

Preparation

 New cellphone number for the region you want to operate in
* Prepaid phone card: S5 SIM + S20 credit
e Create accounts with cloud telephony vendors

« Targets to call

* Pretext




Phone Social Engineering

Calling Customer Support Numbers for Internal Information




Phone Social Engineering

Goal: Obtain Internal IT Support Number
Background: Internal tech support number not found via OSINT

» Collect all publicly disclosed phone numbers

Go gie phone number X & @ Q

AlMode All Maps Images News Shopping Videos More ~ Tools ~

Contact Us -

Call 1-877- i Call our customer care team.

e Call the numbers

"l am an ABC employee. | forgot the internal support line number. My laptop is not working. Do you
have the internal tech support number?"




Phone Social Engineering

Outcomes




Phone Social Engineering

Outcomes




Phone Social Engineering

Outcomes

NUMBER FOUND ON THE
INTERNET

1 (800) 444-XXXX

1 (888) 888-XXXX

1 (800) 555-XXXX

SUPPORT ASKED
FOR NAME?

SUPPORT ASKED
FOR EMPLOYEE
NUMBER?

PROVIDED INTERNAL
IT SUPPORT NUMBER?




Phone Social Engineering

Outcomes
NUMBER FOUND ON THE SUPPORT ASKED S;Jg:gs;fosYKEEED PROVIDED INTERNAL
INTERNET FOR NAME? NUMBER? IT SUPPORT NUMBER?

1 (800) 444-XXXX

1 (888) 888-XXXX

1 (800) 555-XXXX




Phone Social Engineering

Account Takeover via Tech Support




Phone Social Engineering

Goal: Account Takeover
To complete the objective the help desk will need to be convinced to do the following:
 Reset the account password.

* Reset MFA (i.e “Google Authenticator”, “MS Authenticator”) and/or update the

account holder’'s phone number to the attacker-controller phone number.




Phone Social Engineering

Pretext:
* "I'm a contractor. | set stuff up a long time ago. | don't know my password.

My password is not working. | can't login.”

* "I'm a contractor. I'm not able to access my email. | changed phones. | need

my password reset and also need MFA to be setup on a new phone. "




Phone Social Engineering

Questions Commonly Asked to Verify Identity:
* Who do you report to?
« If asked: Make sure this information is on hand before the call.
What is your employee number?
« If asked: “| don’t have that on me. | recently moved. | just need to get access”
When was the last time you logged in?
« If asked: “It's been a while. I'm not to sure”
 What was your previous phone number

* If asked: “| moved around recently. | don’t have it anymore. | have my new number”

Task as assessor: Provided minimum information [only first name and last name if possible]




Phone Social Engineering

outcoMes




Phone Social Engineering

outcoMes

» Attacker provides name when asked.

5 » Support asks when last logged in.
ay
» Support asks for employee number (Attacker did NOT provide).




Phone Social Engineering
_

Attacker provides name when asked.

» Support asks when last logged in.
» Support asks for employee number (Attacker did NOT provide).
» OUTCOME: Support asks attacker to send an email of request




Phone Social Engineering

» Attacker provides name when asked. Soarch.

= Google Authenticator

» Support asks when last logged in.
» Support asks for employee number (Attacker did NOT provide).
OUTCOME: Support asks attacker to send an email of request

Attacker provides name when asked.

Support asks for employee number (Attacker did NOT provide).

Support provides the employee number to attacker

Transfer of MFA to new phone.

031544




Phone Social Engineering

» Attacker provides name when asked. Soarch.

= Google Authenticator

» Support asks when last logged in.
» Support asks for employee number (Attacker did NOT provide).
OUTCOME: Support asks attacker to send an email of request

Attacker provides name when asked.

Support asks for employee number (Attacker did NOT provide).

Support provides the employee number to attacker
Transfer of MFA to new phone.

OUTCOME: Attacker takes over account. 031544




Phone Social Engineering

Account Takeover Gone Wrong




Phone Social Engineering

Background:

* Email phishing campaign was able to capture the credentials (Username, Password).
 However, MFA is still required to login.

Objective:

» Have tech support walk through adding multi-factor authentication (MFA) to the attacker-
controlled phone.

Pretext:
 "Hello. This is A--- B---."
* "I'm not able to get into my account.”

* "l recently switched phone and phone numbers”

* "I need MFA to be setup on my new phone.”




Phone Social Engineering

Tech support did NOT perform rigorous identity validation checks
Only asked for first name, last name, and email address

MFA was setup on a new phone............




Phone Social Engineering

Tech support did NOT perform rigorous identity validation checks
Only asked for first name, last name, and email address

MFA was setup on a new phone............

Tech Support . Attacker ‘
* Eagerto help * Was able to get creds from phishing email
campaign

* Was able to get MFA enable

@:NMFTA

National Motar Freight
atiog, Inc.



Phone Social Engineering

Tech support did NOT perform rigorous identity validation checks
Only asked for first name, last name, and email address

MFA was setup on a new phone............ BUT

Tech Support . Attacker ‘
* Eagerto help * Was able to get creds from phishing email
campaign

*  Went beyond setting up MFA

* Was able to get MFA enable
* Communicates through alternative

methods (i.e. wants to send links)

@mm
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Phone Social Engineering

Tech support did NOT perform rigorous identity validation checks
Only asked for first name, last name, and email address

MFA was setup on a new phone

Attacker

Eager to help * Was able to get creds from phishing email Remembers providing credentials for
campaign survey

Went beyond setting up MFA

* Was able to get MFA enable Notices suspicious behavior
Communicates through alternative

methods (i.e. wants to send links) Escalates to security team

L3
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Phone Social Engineering

Tech support did NOT perform rigorous identity validation checks
Only asked for first name, last name, and email address

MFA was setup on a new phone

Attacker

Eager to help Was able to get creds from phishing email Remembers providing credentials for

campaign survey
Went beyond setting up MFA

Was able to get MFA enable Notices suspicious behavior
Communicates through alternative

methods (i.e. wants to send links) Account disabled during social Escalates to security team
engineering call

£ k,
s m CONFERENCE National Motor Freight

Traffic Association, Inc.



Phone Social Engineering

Attacker Suggestions

* Perform social engineering activities during after hours if
possible
* Support staff might be less vigilant
« Target might not be available if alerts occur

 Stick to immediate goals
* Being too greedy might be risky




Phone Social Engineering

Defense Suggestions

* Vigilance: Make sure staff follows validations checklists
* Check employee number, who they report to, ext...

* Information Leaks:
* Make sure customer support staff are trained to not provide insider information

 Training & Awareness:

» Staff should be made aware of the dangers of social engineering and trained to identify and report
common tactics.

- MFA:

» If MFA needs to be reset and transferred to a new phone, consider requiring technical staff to contact the
hiring manager to confirm the situation before it is transferred to a new phone.




PHYSICAL SECURITY

\__ National Motor Freight
y Traffic Association, Inc.




Physical Security

Typical Small Office

Server

& e

Shared Are

https://www.flickr.com/photos/newmediaconsortium/2479307399
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Physical Security

Tailgating Front Entrance

Server
Room
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Physical Security

Cloning RFID Badge

Server

Conference
Room
G
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Physical Security

Malicious USB Keys

Remote Access USB
Cables

Conference
Room

https://www.flickr.com/photos/newmediaconsortium/2479307399
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Physical Security

Server =
Room

Filling Cabinets
| Left Unlocked
Sh-ared rea 4 . :

L |

Conference
Room
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Physical Security

Server

Conference
Room

https://www.flickr.com/photos/newmediaconsortium/2479307399 - —
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Physical Security

Remote HDMI
Monitoring

Server =

Lan Tap for Printers, PCs,
Docking Stations

N

https://www.flickr.com/photos/newmediaconsortium/24793073
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Server Room Door
Propped Open

Physical Security

Office

https://www.flickr.com/photos/newmediaconsortium/2479307399 Il
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Physical Security

Wi-Fi Evil Twin

Server
Room

N
Office
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Thanks

lw a | l eu m 9 300-116 Albert Street, Ottawa, ON, Canada, K1P 5G3

THE POWER TO KNOW AHEAD

% ashah@malleum.com

o/ +1-877-RED-TEAM
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