
Traditional ICS Cybersecurity Controls
In Trucks



Agenda

• Trucking-ICS Similarities
• Some obvious missing pieces

• The Purdue Model
• P-M alternatives

• NIST CS Controls OT Overlay

• Conclusions

Please ask questions at any time



Trucking  ICS Similarities
AKA Trucking  OT Similarities
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Summary of (Seemingly) Obvious Gaps

• No Data Historian in Trucking

• Despite more mobile connectivity

But also: let’s continue to discuss 
and find more



Why do ICS Networks Have Issues?

• Ideal / Secure Case is Sensors 
and Actuators just doing their 
functions

• Ideal / Secure Case is Trucks just 
rolling
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Why do ICS Networks Have Issues?

ICS

• Remote access for

• Remote management

• Remote business cases/process

• OEM/vendor updates, controls 
and etc

• Other issues

Trucking

• Remote access for:

• Remote diagnostics

• Remote business cases/process: 
e.g., dispatching, monitoring, 
regulatory (ELD)

• Other issues



The Purdue Model



A DRAGOS Inc. Purdue Model

© Dragos Inc.



Define: Purdue Model

• Level 0 — The physical process.

• Level 1— Intelligent devices 
(sensors/actuators)

• Level 2 — Control systems 
(SCADA/HMI)

• Level 3 — Manufacturing 
operations systems

• Level 4 — Business logistics 
systems (ERP)



Mapping LTL Architecture to the Purdue Model

• A case study

• Kate V @ Dragos and I had a reasonable network architecture

• We wanted to cast it into Purdue to show ICS people how they could 
think about trucking













Purdue Model Alternatives

• The Computer Integrated Manufacturing Pyramid model

• better at capturing the fact that there is more communication between the 
layers than what is captured in Purdue

• The Open Process Automation Forum Architecture

• Excellent talk by Rafael Maman of Sygnia

• The OPAF is a response to the integration of IIoT into ICS/OT. Connectivity is 
there from the start

• Looks more like rolling assets + telematics

https://www.youtube.com/watch?v=1uXaODO0rpM&t=1181s


Canonical Purdue Model Controls

© Dragos Inc.



ICS Security Controls (Canonical / Purdue Model Ones)

• Firewalls / “Application 
Gateways”

• Physical Access Controls

• Data in Transit protections: 
integrity, confidentiality 
protection

• Data at Rest protections: 
same

• Data Historian



NIST 800-82: OT Overlay
From Appendix F
(a translation of NIST 800-53 controls to OT)



What is NIST 800-82?
• A ‘special publication’ (like the IT controls 800-53 is also)

• GUIDE TO INDUSTRIAL CONTROL SYSTEMS (ICS) SECURITY
• Has best practices / guidance for: security architectures & 

security programs

• This newest revision, r3, Sept 2023 has:
• ICS -> “OT”
• Updates to threats, vulnerabilities, risk management, 

recommended practices, architectures, current activities, 
capabilities and tools for ICS.

• And: an ‘overlay’ of 800-53 security controls for OT and 
compensating controls for OT

• It complements (and quotes parts of) the ISO/IEC 62443- 
series



What are (800-53) “Overlays”?

• Introduced by NIST to develop community-
wide and specialized sets of security controls

• A means of avoiding duplication of tailoring 
effort by multiple organizations in a common 
industry

c.f. SP 800-53 Section 3.3 and Appendix I



•  Not a great name

• Because: a ‘compensating’ control is an alternative means of securing things that still 
accomplishes the intent of the 800-53 security control. 

• i.e. it is a security control that is at least as good as the 800-53 control

c.f. SP 800-53 PL-11 

What are (the Overlay’s) “Compensating 
Controls”?



Caveats

• "controls that are exclusively related to privacy have not been 
included in this OT overlay"



An overlay of 800-53 security controls 
for OT and compensating controls for OT

800-53 security 

controls

The mechanisms/processes/technologies 

that you (your IT experts) know and ‘love’

Overlay Bringing the IT security controls to a new 

domain

Compensating 

Controls

Offering improvements to the controls 

there

OT Aka ICS i.e. nearly equivalent to trucks



IT vs OT Cybersecurity (by 800-82)



OT Overlay (all)
Table 22. From p. 215 …to p. 223



Record Failed Login Attempts



AC-20: Establish Limits for Trusts of External Systems



AC-22: Don’t Make OT Publicly Accessible



The AT-* Awareness Training Series

• Could be particularly 
useful in a guide for 
training fleet maintenance 
and drivers.



Capturing for OT IR will Require Big Storage



Log Important Events in OT



The CA-* Assessment Series

• Guidance on inspecting, 
documenting, reviewing and 
(ultimately) assessing OT 
cybersecurity



Legacy Abounds & Legacy Resists Change



Least Functionality & Allowlisting : aka Firewalls



The MA-* Maintenance Series

• You almost certainly don’t 
need to read this; most flets 
could write the book on this.



Backup Telematics



Remote Diagnostics Recommedation



The Overlay isn’t Overkill

• The baselines don’t have to 
be extreme. 

• This enhancement of the 
overlay applies only to 
HIGH Baseline

• Remember: the baselines 
are where organizations 
start in the tailoring 
process; changes from 
baseline can and should be 
made based on any 
number of organization-
specific rationales

c.f. SP 800-53 Section 3.2 
Tailoring Guidance



Conclusions



Conclusions

• OT  Trucking ; NIST 800-53 IT controls  OT

• There are controls missing from Trucks Today:
• Data Historian

• (Application Gateway) Telematics Firewall

• Failed seed-key attempts (AC-7)

• Authenticating remote commands (AC-17 (9))

• Backup Telematics

• Logging Remote Commands

• Next steps?
• 800-53 Trucking Overlay => Truck Matrix seed?

©2023 National Motor Freight Traffic Association, Inc.



Thank you



Fleet
Authorizations
Needed



Wireless Limited Access



Assets?



Other Assets?
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