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MSFT’s Feature comparison is 
up to par with other security 
vendors

MSFT products are 
Natively integrated without 
API or Agents

MSFT provides a lot of 
resources to deploy solutions

MSFT Security solutions 
require less time to ramp up 
employees

Less time to react to threats.
Less vendors and contracts to 
negotiate with.

MSFT Security is less costly 
than buying multiple third 
party solutions

Leader in Gartner Magic 
Quadrant & Forrester

Why Microsoft



Microsoft Security – A leader in 6 Magic 
Quadrants

SIEM CASB IAM E-Mail

UEM EDR



Microsoft Security – A leader in 8 Forrester Waves

Microsoft Security Is a Leader in Eight Forrester Wave Reports | Microsoft Security

Forrester has named Microsoft products a leader in 8 
Forrester Waves for Security:

▪ Unified Endpoint Management

▪ Extended Detection and Response (XDR)

▪ Identity as a Service

▪ Security Analytics Platform

▪ Enterprise Email Security

▪ Endpoint Security Software as a Service

▪ Unstructured Data Security Platforms

▪ Cloud Security Gateways

https://www.microsoft.com/en-ww/security/business/microsoft-security-forrester-wave-leader


Security Compliance Voice Power BI

Identity Access 
Management 

Threat Protection Information Protection
Management & 

Governance

M365 E3

Identity as a Service / MFA

Azure Active Directory Premium Plan 1 

✓ Single Sign-on
Multi-Factor Authentication                                           
Access Control
Password Protection                                              
Self-service Password reset (SSPR)                
Microsoft Cloud App Discovery                         
Azure AD Join: MDM Auto enrolment                        
Azure AD Join: Self-service bitlocker recovery                                                          
Advanced security and usage reports

Endpoint Anti Malware

Microsoft Defender   

✓ Antivirus software
Real time Protection 
Security Centre 

Encryption

BitLocker 

✓ Full Volume Encryption

Azure Information Protection Plan 1 

✓ Manual document classification 
AIP Scanner for content discover on prem                                       
AIP Scanner apply a label to files on prem                                        
Document tracking and revocation

Manual Classification 

Unified Endpoint Management

End Manager (Intune +Configuration Centre)

✓ Intune                                                        
Manage devices / Apps
Mobile Application Management 
Conditional Access                                             
Compliance Policy 

✓ Configuration Manager :                                                        
Co-Management, Desktop Analytics
Cloud-attached management                                  
Real-time management                                             
Application Management                                
OS Deployment 

Privileged Identity 
Management

Azure Active Directory Premium Plan 2 

✓ Privileged Identity Management                                                             
Privileged Identity protection                                                     
Use risk detections to trigger MFA 
and password changes

✓ Just in Time Access 

✓ Atypical Travel , Risky User, 

✓ Risky sign in, Risk detection

✓ Banned Passwords, Entitlement 
Management

Microsoft Defender for Endpoint

Mail & File Sharing Security

Microsoft Defender for Office 365 P1

✓ Safe Attachments
Safe Links
XDR for SharePoint, OneDrive,& 
Microsoft Teams
Advanced ant phishing protection
Real-time detections

Microsoft Defender for Office 365 P2

✓ Threat Trackers
Threat Explorer
Automated investigation & response
Attack Simulator

Classification & DLP 

✓ Automatic Classification, Trainable 
classifiers  
Automatic labels                                           
Control oversharing                                        
Hold Your Own Key (HYOK) 
AIP Scanner

✓ Teams Chat DLP 

✓ Endpoint DLP 

Cloud Access 
Security Broker

Microsoft Defender for Cloud Apps 

✓ Cloud Discovery 
Sanctioning and un-sanctioning an App                                           
App connectors                                                 
Conditional Access App (E3)                            
Control Protection 
Policy Control

✓ Threat detection based on user logs 

✓ Discovery of Shadow IT 

✓ Apply access and session controls 

✓ Prevent data leaks and limit access

Risk & 
Compliance

Insider Risk Management 

✓ Advanced Audit  (1 yr retention, auto log 
policies)                                                  
Advanced ediscovery (Legal team workflow)

Advanced E-Discovery & Audit 

✓ Customer Key / Lockbox                                                     
Advanced data governance /                                        
Privileged Access Management                                              
Communication Compliance 
/Information barriers                             
Advanced Message Encryption /  
Information Barriers

Defender for Identity  

✓ Protect Identities both on-premises 
and in the cloud

✓ Monitors and profiles user behavior 
Comprimised Identities 

✓ Protects user ID and reduces attack 
surface 

✓ ID Suspicious activities and 
advanced attacks 

✓ Investigate and alerts on user 
activities

Advanced threats 

M365 E5

Phone 
System 

Audio Conferencing 

• Use a tolled dial-in 
number to join meetings 
from any device

• Dial out to bring 
participants into the 
meeting

• Centrally manage users for 
communications, email, 
and content from Office 
365

• Eliminate separate PBX 
phone systems and 
transition to the cloud

Power BI 
Pro

Extended Detection & 
Response (XDR)

✓ Endpoint Detection and 
Response (ERP)
Endpoint Protection (EPP)                     
Automatic Investigation and 
Remediation

Playbooks, reduces 
volume of alerts

✓ Advanced Hunting 
Security Score
Automatic sharing of telemetry 
between mailbox, endpoint, 
identity and Data to decrease 
Time to Respond (TTR)

Purview Information Protection 

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fatp-safe-attachments&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790566697&sdata=UQoDVINNesVz2jcBT24vas53DwwvAx2ojYl1sRrCMG0%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fatp-safe-links&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790566697&sdata=cGMJOLM36x%2F%2Bj%2BWhAkdL%2Fn6Bxuv0af%2F1uTMuSBAK%2FZw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fatp-for-spo-odb-and-teams&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790576692&sdata=NjSvN1h1917Rtd8%2Fm17xuodNdshvex5AyAwuohmx62c%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fatp-for-spo-odb-and-teams&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790576692&sdata=NjSvN1h1917Rtd8%2Fm17xuodNdshvex5AyAwuohmx62c%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fatp-anti-phishing&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790576692&sdata=l8SfIWf9J82xYWCsw6xsodpz%2BkOOEElmGnw3SAoHn9I%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fthreat-explorer&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790586685&sdata=YF7%2BO70EANJvNBtQxN5n0u0oKOMTSqos%2Fm%2Fmvy1Fsbk%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fthreat-trackers&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790596683&sdata=EXpxj1t1GHwEKO%2FL%2FbsodUww9cSuiOG8jvz7iBZAzZA%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fthreat-explorer&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790596683&sdata=vv0zujNSnepOZ1zm%2FqtNr%2BjcWQ06qzY4quUBkMIrI44%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fautomated-investigation-response-office&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790606674&sdata=nYRlYD2OGrccdrKhwsTPPOJ6UoW%2FfdEeuqP35Ge6Sx8%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fmicrosoft-365%2Fsecurity%2Foffice-365-security%2Fattack-simulator&data=02%7C01%7Cmaatwal%40microsoft.com%7C225eb30a661445385db408d7bf50bb72%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637188225790606674&sdata=zPoxtNJuriwauJfC%2Bqh4LhMfzgDXhrLfMhXsoJx5m3o%3D&reserved=0
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