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Goals and Purpose
of the Truck Matrix
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What’s the Problem?

* Fleets — especially the big ones — specify their truck orders down to every last component
and detail.

« Cybersecurity is mostly opaque to them

« Some fleets are discerning enough to drop certain components with perceived risk (e.g.
OEM telematics/virtual diagnostics)

* How to enable transparency of Cybersecurity?

« Dropping components might not be an option forever

Nati
Tratlic Associa

WIF TA
kv ational Motor Freight
tion, Ine¢




Truck Matrix Goals

* Provide a comprehensive set of requirements and accompanying supplier questionnaires
which can be used by fleets to:

1. Assess Cybersecurity posture of equipment before purchase
2. Afford some contractual guarantees of Cybersecurity presence in the equipment
3. Drive adoption of comprehensive Cybersecurity by the OEMSs by tying it closer to the $

|deally:
- Make the requirements easy to consume by OEMs

« Make the requirements testable by the fleets
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History and Context
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The TSRM

Very similar goals - but for telematics devices

Good participation from TSPs - they were receiving varied security requirement

guestions from their customers
Vehicle Connection

. o 113
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Connectivity/Communications

Created a single set they could answer from

Over all 4 possible components of a
telematics system

Cloud or Back-end
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Truck Order Sheets

« The de-facto means of fleets spec’ing a truck
« Specify everything from radio/cd-player to lug nuts

« We found 16 order sheet lines with obvious electronic components (e.g. things like paint
excluded for now)




Truck Network
Architectures/Topologies
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« Gets pretty hairy

« WG (eventually) identified 162 unique
teIecIEronlc components that might be on a
ruc

« Multiple points of access: OBD, RP1226,
J560, RP170, wireless, telematics T W S S — E—
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Common/Abstract
Vehicle Topology
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The Development Approach

* Re-use or otherwise leverage the work from the RFPCTL workgroup — started by Volpe —
resulting in the Telematics Security Requirements Matrix (TSRM)

- Create a new mapping of those requirements for truck components

* Listing requirements for each of the 162 controller applications which could be components
was infeasible.

- = started with classifying the controller applications by risk tier

» Risks estimated via EVITA: probability X impact

« But probability based on topology survey; i.e. EVITA attack potential based on window of
opportunity only, all other aspects considered equal.
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Survey of Vehicle Network Topologies (1/3)

« Without having to see the network architectures that the OEMs don’t want to share

 OEM Homework #1: survey and respond with the ‘degrees of separation’ of the component
from a few key points in the vehicle networks:

« Degree from OBD connector

« Degree from RP1226 connector

» Degree from J560 connector

- Degree from other connectivity (BT, WiFi, Zigbee, TPMS, any)

« And also report if a component connects to multiple vehicle network segments
- (i.e. enables scope change / pivot on compromise)
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Survey of Vehicle Network Topologies (2 of 3)

DEGREES OF SEPARATION FROM CONNECTION POINTS

B Maximum Degree from RP1226 Connector

¢ Maximum Degree from OBD Connector

% Maximum Degree from other Connectivity (e.g. bluetooth, wi-fi, zigbee)
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® Maximum Degree from Body Builder Connector #2
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Survey of Vehicle Network Topologies (3/3)

Potential Implications (EVITA)

Component
Matrix Order Sheet|l]] Matrix Component Name M Fleet Privacy B Fleet Safety B Fleet Operational B Fleet Financial M Cybersecurity Class 54
ENGINE Engine #1
ENGINE Engine #2
Engine Cylinder Pressure
ENGINE Monitoring System |

* We used those results to estimate ‘probability of compromise’ via ‘Scope
Change’ and ‘Attack Vector’ (without controls) and combine it with our
estimated fleet impacts to get risk levels

* BONUS: 28 controller applications were identified as ‘not common’ - WG
resolved to not worry about classifying them
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Financial

No financil N
hoss Weights for "Total Risk

Low level loss 1 1 1
(~€10) - -

Moderate oas
(~€100)
Low keses for

Fleet Impacts g
Fatal for multiple Rl (EVITA) (EVITA) (EVITA) (EVITA) Change
— o — Fleet Fleet Fleet Risk
Fleet Privacy Financial Operatio (assumed Fleet Total
atrix Default Name ” B Fleet Privacylll Financidfl] Operationfig Ri Risk [lRisk Bl nsRisk B S3)
*  We elected to follow (in the spirit
of) EVITA 4 possible impacts with
5 severities each Combined with  sgine tetematics ; 3 ; )| a 4 4 3 4 20
attack success likelihood
. . .. IEM Telematics 3| 3| 3| 2 4 4 4 3 4 20
*  We interviewed fleet participants
and extracted severities for R g
onnector Gateway 3| 3! 3 2 4 4 4 3 4 20
successful attacks.
ractor/Trailer Bridge #2 2 2 2] 2 4 4 4 a 5 19
hermal Management
ystem Controller 2| 2| 3 3 3 3 B 4 4 19
ntilock Brake System
ARS) 3 ” 2 3 A 3 a4 4 A 18
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Probability of Events

- The goal was to sort and group the devices. We assumed all devices had everything else equal (e.g.
security assurance/code gquality)

 Leaving the biggest factor in successful attack probability: connectivity
 Attacks could come from many points of connection
- OEMs each gave their own degrees of freedom estimates for each point of connection

« We created a probability index substitute for EVITA based on the minimum degree of separation from
the OEM responses
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Successful Attack Probability

For each component:

'OEM responses’

3 Z max 0 M — min 'deg from conn pt’}

rconn pts/

, where M is the degrees sufficient to be ‘safe’: 2

and S was selected to scale the index to EVITA's expected [0,5]: 2.4

NB: uniform weighting — WG decided all connection points are of equal concern
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EVITA Risk Calculation
(modlfled)

We were able to get severities from

fleets; they weren'’t ready to comment _
on controllability Non-safety aspects addressed with table for

controllability C=1 (C>1 only for safety issues)

 |»]assumed C=1 throughout

Controllability | Severity (S)) Combined Attack Method
Probability (A)

* Risks were calculated for all four 1 2 3 4 5
impacts: Financial, Operational, S=1 R3
Safety, Privacy S=2 R3

- And an additional risk we added: N B0 B 1R

: ' S=4 R3 | R4 | RS | R6 |
Scope change risk. Created as an S= BT
additional S3. =
" Sg=2 R3
- Then summed all 5 for ‘total risk.’ Sg=3 R3 | R4
Ss=4 R3 R4

https://www.evita-project.org/Publications/Rud10.pdf

k Nr al Motor Fre gn
YlaH/cA JJJJJ tion, Ine




Device Risks

Estimated Fleet Total Risk
25
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The Result:
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Work Continued: Classes Refined

VCRWG work on gateway requirements
VCRWG work on survey 1

1 { \
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10/30  11/21

(DVFTA
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Feb 4 2022
Initial commit

1212 01/02 01/23 02/13 03/06 03/27 04/17 05/08 05/29 06/19 07/10 07/31 08/21 09:’11 10/02 10/23

Commits to https://github.com/nmfta-repo/nmfta-vehicle cybersecurity requirements



https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements

The Result: Device Classes
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Requirements Management
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History: TSRM Management in Excel

The WG for the TSRM:

« Created 77 unique cybersecurity requirements

...With their own public references
...With their own V&V steps

...Over a few years

...All in an excel sheet (maintained by yours truly)
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TSRM Management in Excel !!!

< 2 C & github.com/nmfta-repo/nmfta-telematics_security_requirements/issues/43

~ fix revert of 'physical in-cab' -> 'vehicle connection' #4-

© Closed

BenGardiner opened this issue on Sep 24, 2021 - 2 comments

) BenGardiner commented on Sep 24, 2021 Member | | Author | (L) ««-

in issue #16 (and the in the meetings reviewing changes) we changed 'physical in-cab' ->
'vehicle connection' to accommodate trailers.

This got reverted somewhere

— ﬁ) BenGardiner added this to the v1.5 milestone on Sep 24, 2021




TSRM Management in Excel

The release process for the TSRM is manual
A. Update the printable form
Unhide some columns in the questionnaires
Sort
Add/remove rows
Unsort
Re-hide columns
. Save + Close
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OSS Requirements Management: Doorstop and Strictdoc

- Doorstop is a free version developed to work in the spirit of DOORS
- €10ne file per requirement
- [ Text-based requirements

- Strictdoc (started as a doorstop fork) has the same function
0 One file per document

Text-based requirements

Requirement interchange export & export

Requirement Coverage

Browsable Docs

S/1Beta maturity software
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Trying-out Strictdoc

The vcr-experiment
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The next biggest risk: Gateway Devices

 Both in terms of next logical attack step
AND

* modeled risks:

* NB: both intended gateways and
unintended gateways are the next
biggest risk

(DVFTA

Nr nal Motor Freight
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Multi Segment

Telematics

Connection

Vehicle Gateway
Wireless

Multi Segment with

Multi Segment with
Untrusted Wired



CTSRP Workshop Nov 2021 Breakout Session

1 hr (only) session with ~ 2 of the workshop’s ~60 attendees

Discussed and tried to answer:
- Definitions: gateways, unintended and intended, trust domains, untrusted domains
« Features/functions of an intended gateway
« Of an un-intended gateway: security requirement that it will not perform any gateway functions
 Security requirements of intended gateways

While | furiously took notes and prepared a deck for return session

We also luckily had a presentation on security gateway devices earlier that day (from Dr. Ken Tindell
of Canis Labs)
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'Gateway Requirements

Sys Theoretic Process Analysis

tisitdesgned to da?
ses itda it?

s itdo it?

actions

* Secunty comes from askang. what if actan X falWdoes't
happen/cepoats?

What an Intended Gateway needs to

2 between domain da (untrusted) to

Summended paramn flashfran diaa
png the dac->ds operation
2{e.a corruption of d2 data)

Feature and function A: intended to be a

es'information between two separate
-directionally
wtion can be transfarmed ftran
segments but intentiom of the ¢

e axd canbgurable
t logs and dagnases s function

More requirements

v hygiene { umbrella requirements for secure device

ateway functionality reedstobe scopetopreserve
armance guarantees

ing QTAand diagnastics
mun eated to baths egments

not fail for address claim attacks

Context

nngthat is connected to twa ar more vehi N

ay be subtypes of gateways e g. ones that
terogenaus veh netw (e.q. =939 and 13708)
features of ‘any device antwa networ ks’ is

WS ax types intialy “Inmnded to ba a gataway” "not
» be a greway”

Feature and function B: hot intended to
be a gateway

* A device which hasvehicle (e.g. in the loom) connections bet ween
twa ar mare wehicle domains and

$ admitany ga 1y foatures (see definition
of intended gateways)

sensor aggregatars are nat one of these type of devices

Ken's Requirements

teimasiong of fames
rlockto er n witches

d corfiguriion charg hanticated ard support
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The vecr-experiment

To Index X Vehicle Network Gateway Devices Security Requirements

TeaCTAMTY

1.3, Prevents DoS “+ 1.133.1. Prevents Bus Flood
Attacks

* We took what was discussed in the
breakout session and captureditasa . ..,..c....

Abntract (Intended) Gateways ™ CNITITALITY:  Nigh orm "l B 008

Strlctdoc 11 Gaceway Configuraton + CGW-5-006 Prevents Bus Flood Attacks RITITALITY:  Wign

* And kept refining it

 https://github.com/nmfta-repo/vcr-

experiment

NWIFTA

National Motor Freight

k
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Provected

12 Prevants OTA

13 Prevent Doi

14 Frevents Sposting

14 Prevents Exfieration

14 Frovents Eisvation

17 Prevents Data Loss

18 Preserves Hgh Side Operation
18 Security Avsutance

110 Freserves Performance
107 Mude Switch Mrteriock
142 Mode Seich indicated

113 Secunty Reguirements for
CAN Gateways

1939 Performant

1132 Preserves Alomic
Multicast: COW 5004* Serws

12y Woo't Dvop Frames
10022 No Procty Inversion
L1828 Freserves Ordeong
L5124 FIFO bt Alvo Prinrsy
10325 Pretorvas jitter

1153 Prwventy CAN Attacks

Ly Prevems Sus Flood

+ COW-S-008d Prevents Bus-Off Allack

+ COW-5-008e Frietits Freese Dounm Loow AfLack
+ J1939GW-5929 Prevents Address Caim Attacks

The device SHALL prevent generating Denial af
Service (DoS) on IND from messages onginating on

UnND

PUB REFS:

1t &5 recomemended o Jadote Ssafety croxm

ECLYS on rhelr owey CAN bus with some sont of

utvwesy hetmeen them ol acher £CUS

—SMCSA GO 37

Dolotionipaveitioneg of systeens thot frive
extprmvn ocoess fe.g. W A, Sluecouth, OBD)
Jrom sofety crinicnd sywrems and syttems rhor
0N howw povion imDocts on M aneranon

o the weiicle

—SAE J06 1! Apyperily £« VEMICLE LEVEL
CONSIERATIONS, Security Mechomm, of

AEW-5092 Prevents Dos

The device SHALL prevant
generating bus flood attacks on
THD from messages orginating on
UND.

PUB REFS:
httea/conisints, comyommninady/20...
section 2.1 for @ description of the
bus flood amock

1.13.3.3.4. Prevents Bus.Off
Attack

U3 Com-2+000d

CAITIVALIYY  Mign
AGW-S002 Prevents Dos

The device SHALL pravent
generating bus-off attacks on TND
from messages origmating on
UND.

PUB_REFS;
hitpa//conisiats. comydownioady/ 20
section 2.6 for @ descrptinn of e
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https://github.com/nmfta-repo/vcr-experiment

vcr-experiment commits

Nov 21 2021
Initial commit

10/31  11/21 1212 01/02 01/23 02/13 03/06 03/27 04/17 05/08 05/29 06/19 07/10 07/31 08;21 09/11  10/02 10/23

Commits to https://github.com/nmfta-repo/vcr-experiment
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https://github.com/nmfta-repo/vcr-experiment

Re-working the Requirements: How to Model?

* After some refinement and WG meetings...

« We had requirements where an abstract (goal) requirement must have all the more-concrete
requirements satisfied : all-of

« We had requirements where an abstract requirement could be satisfied by one or more concrete
requirements: one-of

* Not clear how to model this in strictdoc.
 Plus capturing them in a ReglF exportable form would be best

* Reglf does not have a way to model all-of/one-of children requirements. It has only parent-child;
therefore we need to capture all-of children or one-of children in the text.

k National Motor Freight
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Strictdoc feature:
Include Files

* We added an include file feature
for re-use of requirements
document fragments

Include files

new feature FRAGMENT _FROM FILE
1+ Merged

%’ BenGardine

\ VNshnum' Motor Freight
- Traflic Association, Ine




Strictdoc feature: Excel

* We added excel import so that we
could re-use the TSRM Excel held
requirements.

feature: import excel #

- We also made a mostly automated
TSRM import script and captured the
result in ver-experiment for now.

v onversa L
ﬁé BenGardiner
as giscussed n

NI?/IF A
‘\_ V:‘J:mmal Motor Freight
Traflic Association, Ine




Importing the TSRM into vcr-experiment

° US|ng the excel |mp0rter NMFTA Telematics Security Requirements Matrix
- Create a main requirements file and ot e
« One ‘stub’ for each applies-to 2can
component: Cloud, Communication,
Mobile, Vehicle - vcoumsacon
» Stub requirements are just ‘must
satisfy XXX’ with parent XXX ~ tMomEc
[no utie] s

Nationa { Motor hmgm
Tratlic Association, IS
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Canis Labs Gap Analysis

« Canis Labs has developed CAN security gateways with a great deal of thought into preserving CAN
atomic multicast property and security requirements also

« Ken Tindell of Canis Labs has participated in the WG since the breakout session and

« Canis Labs has performed reqguirements coverage/gap analysis of the current vcr-experiment
requirements and the Canis Labs security gateway: Of= =]
1

F.- -

LTI JALE
I
[=]

https://kentindell.github.io/assets/docs/2201 2022-03-22
36507b1b09a6dd9cdbc07c4e0686c4b16ed8ala0d317726ccc9
e3cc3060ad4e39.pdf

k National Motor Freight
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https://kentindell.github.io/assets/docs/2201%202022-03-22%2036507b1b09a6dd9cdbc07c4e0686c4b16ed8a1a0d317726ccc9e3cc3060a4e39.pdf
https://kentindell.github.io/assets/docs/2201%202022-03-22%2036507b1b09a6dd9cdbc07c4e0686c4b16ed8a1a0d317726ccc9e3cc3060a4e39.pdf

Demo of vcr-experiment Strictdoc
Documentation

k._ National Motor Freight
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Current NMFTA
Vehicle Cybersecurity
Requirements (VCR) status
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Network Topology Survey and Risk Analysis

* All the survey results from OEMs | |
collected =

i

* Basic risk analysis and device i e w0 ARBR 0 T= WM
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* Could be improved too:

More impact input from fleets
More vehicle survey results from OEMs
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Order Sheet View

- We've re-organized the device
classification into a document with
the order sheet lines as the
categorization.

* Since order sheets are the primary
way to spec trucks we hope this is
the most useful format for fleets.
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Component Reference Name

Engine Telematics (11939 SA 249)
Engine #1 {aka Motor Control Module (MCM) / Engine

Cybersecurity
Requirements Class Assignment
Class Rationale

telematics device

s

| Low-Voltage Disconnect (11939 SA 49)

Management System (EMS) / Engine Control Module
(ECM)) {J1939 SA 00, 01) | medium total risk |
3
Engine Cylinder Pressure Monitoring System | medium total risk
r no responses [ not
Sp'::;;'i.e d | common
_Engine #2 | component
ENGINE EQUIPMENT
2 large scope change
Ignition Control Module #2 ()1939 5A 57) risk
2 large scope change

risk




Class Heuristics View

* It's possible that a during fleet-
OEM discussions there is a
component which has not already
been analyzed or classified.

* We provide heuristics (rules) to
apply to classify a device in those
cases
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Class Devices

0 Telematics

1 Multi Segment
with Wireless

2 Vehicle Gateway

3 Multi Segment
with Untrusted
Wired Connection

Heuristic

Components of a telematics system or truck
modules that otherwise connect to cellular,
satellite or other Wide Area Networks
(WANSs), or the internet

Truck modules that may or may not be
intended to perform gateway functions
(transport, translate, transform, filter or
encapsulate data) and has at least one

wireless interface

Truck modules intended to perform gateway
functions (transport, translate, transform,
filter or encapsulate data) between two or
more vehicle network segments

Truck modules that are not intended to be
Vehicle Gateways but nonetheless are
connected to two or more vehicle network
segments where one or more of those
segments are untrusted,




Other Resources: Component Names

There were, however, lots of
. . . . No J1939 CA
| n CO ng rU e nCI eS | n n am ES Wh | Ch We The following were introduced above in the component breakdown and do not have a corresponding

11939 CA to which we could refer for traceability
d ocume nted Matrix Component Name Matrix Order Sheet Line Origin
. CO m po n e nts th at a re n ,t n a m ed at a| | ;::‘::yy Equipment ISI:I;CT):::SATION & COMMUNICATION Industry Trajectory
i n th e m OSt recent J 1939 DA ;):::dapuve Cruise INSTRUMENTS & CONTROLS Ezzzzl;ﬁuck
ADAS Lane Keep FRAME & EQUIPMENT Example Truck
. Topol
« Com pOﬂeﬂtS Wh ICh have more Brake Telematics AIR EQUIPMENT l::ustorsvTrajectory
. . Electronic Clutch Actuator TRANSMISSION Example Truck
common industry names (aliases) TopoloRy
Engine Display INSTRUMENTS & CONTROLS Example Truck
than the DA captures Topology
Engine Telematics ENGINE Industry Trajectory
. . . Exterior Camera Telematics CAB EXTERIOR Industry Trajector
° DUpllcated Components within the DA Exterior Cameras CAB EXTERIOR ExampIZTrulck -
Topology
- (we also documented all the J1939 einimilone Sl et
. . olo,
components which we did not analyze OEM Telematics INFORMATION & COMMUNICATION | loduatry Traectory
SYSTEMS

because they were outside the truck
matrix scope of North American Class
7+8)
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Other Resources: Truck Testing Plan

* We hope to have fleet-testable = e Gus g | g O O [ raw | same | @ (D
requirements.

The following is a test plan used by NMFTA CTSRP to complete onsite vehicle tests that

° TO th at end we have comm |tted our have evolved over time. We expect that it could be used as a starting point for the
. . development of a test plan for acceptance testing of vehicles against the HC VCR.
heavy vehicle testing plan to the repo
to serve as a seed for hosting the
eventual test plan corresponding to the

Summary of testing activities:

s PLCATRUCKS/J2497 tractor devices and features present

ve h I Cle secu rlty req u I reme ntS . PLCATRUCKS/J2497 trailer devices and features present

PLCATRUCKS/J2497 REDACTED testing 7=

PLCATRUCKS/J2497 leakage testing

J1708 presence on RP1226 connector

J1708 tractor brake diagnostic service valve control captures
PLCATRUCKS presence on RP1226 connector

difference between RP1226 CAN segments and OBD connector segments

collection of cellular devices on the tractor and/or trailer

We won't save any logs other than the diagnostic sessions noted here and then only with

your permission.

We will share a set of testing notes and any conclusions by EOD TBD.

Schedule
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Next Steps
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Still TODO

In vcr-experiment:
« Capture fleet acceptance tests for each of the requirements, just like the TSRM

* Publish an interim report on this work and the requirement details

In nmfta-vehicle _cybersecurity requirements: (over)
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Expand to a Coherent and Comprehensive Set

We have a comprehensive set of telematics requirements

We have a comprehensive set of gateway requirements

We can abstract/extract many from those to apply to all vehicle components BUT

We know more will be needed.

This is the biggest part of the next steps and with the most unknowns
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Iterate and Refine the “How to Use” with Fleets

We've outlined a process that we think will work during fleet procurement of equipment

The ‘discovery of device classes’ part of the process needs the most development

It is of paramount importance that this is useful to the fleets

We must get a trial run of this process and/or fleet feedback on how to enable uptake of the
requirements into their equipment purchasing
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Conclusions
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Observations Along the Way

« OSS requirements management and exchange is in a workable state thanks to strictdoc

There are a lot of different names for vehicle components

The SAE controller application names don’t capture all the obvious candidates on a modern truck

There are many un-gatewayed components on a modern truck

Gatewaying CAN (and probably any other control loop path vehicle network) is not just a firewall
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Deliverables So Far

1.  Picture of a ‘typical’ class 8 truck network architecture

2. List of common components and their aliases
* Mapped to J1939 names wherever possible

3. Risk analysis of common components based on typical/average truck network architecture and
fleet impact

4. Assignment of components to risk classes based on the above
* Plus a heuiristic for classifying future components

5.  Draft cybersecurity requirements for vehicle network gateways and multi-segment components

* In machine-readable (ReqlF) format
* Plus a gap analysis of requirements against a current gateway solution

6. Heavy Vehicle Testing Plan
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Next Deliverables

 Publish interim report of requirements for gateways and multi-segment components
- PDF whitepaper and In ReqlF for easy interchange and coverage analysis

« Comprehensive vehicle component security requirements
* In ReqlF for easy interchange and coverage analysis
* In questionnaire format for the rest

- A‘discovery’ process focusing on truck order sheet view and guiding the compilation of
requirements/questionnaires for procurement conversations
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Conclusion

Work is ongoing.

Watch this space:
qgithub.com/nmfta-repo/nmfta-vehicle cybersecurity requirements

If interested in contributing, apply for membership to the working group:
ben.gardiner@nmfta.org
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https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements
mailto:ben.gardiner@nmfta.org

Thank You

Send feedback to John.Talieri@nmfta.org
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