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About Me

Gema Howell

• 8 years at National Institute of Standards & 
Technology (NIST) as a computer scientist

• Mobile device security project lead at the 
National Cybersecurity Center of Excellence 
(NCCoE)

• Focus on enterprise mobile security 
management

• Federal Mobility Group Co-Chair 
• Other work: 

• mobile device and IoT security for 
first responders (fire, ems, and law 
enforcement)

• Election security



What are Mobile Devices?
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Key Takeaways

 Have a general understanding of NIST 
and the NCCoE
 Share NIST Resources for Mobile Device 

Security
 Highlight relevant cybersecurity 

considerations for NMFTA
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NIST AT A GLANCE
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• Large campus of 
mostly scientists

• Research facility
• Non-regulatory 

agency
• Our work is 

commonly publicly 
available

NIST vs. Other Agencies



Security and Privacy Controls 
used to protect the system 
and organization 
commensurate with risk.

What We’re Known For…

800-53 Controls

Open and transparent 
process that enlists the 
worldwide cryptography 
community to help us 
develop and vet algorithms 
included in our 
cryptographic guidance.

Cryptographic Standards 
and Guidelines

Frameworks designed to 
help organizations plan and 
prioritize their resources to 
address their cybersecurity 
needs. 

Risk Management Framework
Cybersecurity Framework



National Cybersecurity Center of Excellence  (NCCoE)
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A solution-driven, collaborative hub addressing complex 
cybersecurity problems

The NCCoE is where we bring standards to life!



Let’s Talk About
Mobile Device Security



Mobile Museum
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Enterprise Mobility
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Mobile Device Security for the Enterprise
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• Identify threats to mobile 
devices and mobile 
environment

• Research mobile device 
security tools available to 
address threats

• Provide guidance to help 
secure mobile devices 
used to achieve 
organization’s mission Enterprise
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NIST Resource: 
Mobile Threat Catalogue



• Inform risk assessments

• Build threat models

• Enumerate attack surface for enterprise 
mobile systems

• Identify threats to devices, applications, 
networks, & infrastructure

• Collect countermeasures that IT security 
engineers can deploy to mitigate threats

https://pages.nist.gov/mobile-threat-catalogue/

Mobile Threat Catalogue

https://pages.nist.gov/mobile-threat-catalogue/


Example Mobile Threats



How to Contribute to the Catalogue



NIST Resource(s): 
Mobile Device Security 

Practice Guides



Mobile Device Security Guides
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Enterprise Mobile Security and Privacy Risks

(insert 12 threats infographic)



Use Risk Analysis to Develop a Plan



Example Architecture Diagram



Mitigations



NIST Resource: 
Zero Trust Architecture 

Practice Guide



Zero Trust Architecture Guide

24



Zero Trust Architecture Guide
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NIST Resource(s): 
Cellular Security Guidance



Cellular Security Guidance



Relevant Highlights



A look at NMFTA’s 
mobile use case
• Diagram from NMFTA Cybersecurity Requirements 
for Telematics Systems v1.5

National Motor Freight Traffic Association, Inc. “NMFTA Cybersecurity 
Requirements for Telematics Systems v1.5”. 
https://biz.nmfta.org/documents/ctsrp/NMFTA%20Cybersecurity%20Requirement
s%20for%20Telematics%20Systems%20v1.5.pdf?v=2. (Nov. 2022)

https://biz.nmfta.org/documents/ctsrp/NMFTA%20Cybersecurity%20Requirements%20for%20Telematics%20Systems%20v1.5.pdf?v=2


Mobile Threat Defense (MTD)

a.k.a.
Mobile Endpoint Detection & Response 

(EDR)

What is it?:
MTD is an application installed on the device 
that provides information about the device’s 
threat posture based on risks, security, and 
activity on the device.
How does it work?: 
It uses device APIs to obtain risk posture 
information and to detect threats (e.g., 
phishing) and vulnerabilities.
How does it address security and privacy 
concerns?: 
The MTD analyzes and informs the user and 
the organization of device-based, application-
based, and network-based threats so that the 
organization can perform mitigations.



MTD/EDR Examples



Mobile Application Vetting

What is it?:
Mobile application vetting services are used to scan 
applications for potentially unwanted behavior.

How does it work?: 
Mobile application vetting services use a variety of 
static, dynamic, and behavioral techniques to 
determine if an application demonstrates any 
behaviors that pose a security or privacy risk.

How does it address security and privacy 
concerns?: 
Mobile application vetting services provide 
organizations with the information necessary to 
make risk-based decisions when 
selecting/developing mobile applications for the 
organization.



Mobile Application Vetting Examples



Mobile Application Vetting Examples



Mapping to 800-53 Controls



Mapping to Controls



Closing Remarks
Check out our website: https://www.nccoe.nist.gov/

https://www.nccoe.nist.gov/


Questions?
Gema@nist.gov



We Want to Hear From You
What other topic(s) would be helpful to include in future guides?

mobile-nccoe@nist.gov
Mobile Project Lead: 

Gema Howell
Gema@nist.gov

mailto:mobile-nccoe@nist.gov
mailto:Gema@nist.gov


(Back Up Slides)



ENTERPRISE MOBILITY MANAGEMENT (EMM)
What is it?:
• A policy enforcement tool that allows organizations 

to secure the mobile devices of users who are 
authorized to access organizational resources.

How does it work?: 
• Mobile administrators use the EMM portal to manage 

and enforces the polices, configurations, and security 
actions applied to registered mobile devices. 

• An EMM agent on the mobile device, usually in the form 
of a mobile application.

How does it address security and privacy 
concerns?: 

The EMM enforces organizational policies for security 
and privacy controls.
The EMM also establishes the work environment for 
work activities and the separation from personal 
information. 



ENTERPRISE MOBILITY MANAGEMENT (EMM)



ENTERPRISE MOBILITY MANAGEMENT (EMM)



Mobile Device Security Buzzes

January 2022,
Privacy

April, 
Common Threats

May,
Mobile Threat Catalogue

June,
Phishing

July,
MTC and ATT&CK



Mobile Device Security Buzzes

August, 
Mobile Privacy Risks

September,
RSA Blog Promotion

October,
Mobile Passwords Tricks and Treats
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