
Enterprise Security
Penetration Test and Red Team Perspectives

Ahmed Shah        |        ashah@redcanari.com

NOV 2022
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Penetration Test Red Teaming

Under Assessment 

Application Security

Application Security

Infrastructure Security

Infrastructure Security

People, Processes

Detection Effectiveness 
(IDS & EDR)

Logging

Who is Aware of Assessment? Everyone in organization
Only a few 

(Blue Team Not Aware)

Volume of Security Events High
Low

(Need to be Under the Radar)



Outline

• Model of Corporate Network

• Open-Source Intelligence

• External Security

• Internal Security

• Organization Conduct
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Open-Source Intelligence
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Goal: Find sensitive info. about the organization and it’s systems.
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OSINT

• Private customer information

• Administrative user guides

• subdomains

• Unintended exposed ports/services

• Technologies Used

• UserIDs

• Leaked source code

• API keys / passwords
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OSINT - Shodan
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OSINT – RiskIQ
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OSINT – DNSdumpster



• Are employees or contractors accidently leaking code 
in Stackoverflow or Github?
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OSINT – Github & Stackoverflow



• Google / DuckDuckGo “Dorking”
• filetype: pptx, docx, xlsx, ext..
• site:<companywebsite>

• Company Website Staff Directory
• Look for IT Accounts

• Web Crawling Files
• https:\\<org>\robots.txt

• Internet Archive
• Are sensitive leaks permanently logged?
• https://archive.org/

• LinkedIn Bios and Job Postings
• What kind of technology is used in your organization?
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OSINT – Other Places to Look



External Security
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Lack of MFA (Multi-Factor Authentication)

• Login Portals are Susceptible to Brute force Attacks
• Potential Data Sources for Accounts:

• COMB (Compilation of Many Breaches) – 3.2 Billion Email/Passwords

• Build login usernames based on staff names found in LinkedIn

• Company directories

• Techniques

• Password spray (Takes into account time-out delays)

• Social-engineering to get answers for password reset security questions 
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QA Exposed to Internet
• Does site need to be accessed from all corners of the world?

VPN IP:



Lack of Patch Planning
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Lack of Patch Planning
Example: Enterprise Resource Planning Software
• Oracle PeopleSoft

• (CVE-2022-21481)   Stored Cross-Site Scripting
• (CVE-2022-21543)  Remote Code Execution via Java Deserialization
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WWW



Public Blob Storage Accounts
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Public Blob Storage Accounts
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Internal Security
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Lack of Network Segregation
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Lack of Network Segregation
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Default Credentials or Weak Passwords
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Default Credentials or Weak Passwords
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• Ability to change firmware?

• Enable other services?

• Perform further reconnaissance?
(example: print history logs – doc. name, usernames)

• Does “admin:admin” work?

• Can passwords be found in admin guides?
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Operating System(s) No Longer Supported
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EDRs might not be effective
• Lack of Windows Defender
• Able to install tools such as Mimikats
• Able to get AD passwords 
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Permissive Outbound Network Access
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Lack of Adequate Logging
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• Which attack on network is tied 
to which VPN credential?

• Difficult to perform digital forensics and 
incident response (DFIR) after an incident
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Excessive Open Ports

IBM i Application

Windows Client

Green Screen Client
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Excessive Open Ports

IBM i Application

Windows Client

Green Screen Client

*.exe

AdministratorBreached 
Staff Creds

IBM i Operating System

IBM Power System

Oops! 
(ssh, db, ftp, admin portal ext..)

DB

QSECOFR

AS400



• Use of Insecure Protocols
• Using HTTP (80) instead of HTTPS (443)

• HTTP: <IP>:2004/ibm/console/logon.jsp
• FTP   : Port 21

• Telnet (TN5250, TN3270): Port 23

Insecure Data in Transit



Citrix Breakout



Common Issues With In-house Tools
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• Broken Access Control – Example HTTP Request
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• Broken Access Control – Example HTTP Request
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• Broken Access Control – Example HTTP Request



Common Issues With In-house Tools
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Poor Software Design
• Example: Object Deserialization Vulnerability (Password Reset Link)



Verbose Errors

2022-11-17 © 2020, Red Canari 53

Identify technologies used
• Classes

• Libraries

• SQL schemas 

• System file paths

Image Reference (Fluke)

https://support.flukecal.com/hc/en-us/articles/360035774291-METTEAM-Report-Errors


Third Party Applications
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• Can attacker easily decompile the binary?
• JAVA  (Example Decompiler: Intellij)
• . NET   (Example Decompiler: dotPeek)

Image Reference (dotPeek)

https://www.jetbrains.com/decompiler/


Organizational Conduct
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• \\org\globalshare\...

\ITDepartmentTools\
• <directory to put to malware>

\QuarterlyFinancialReports\
• <“CONFIDENTIAL” financial reports>

\Inventory\
• <“CONFIDENTIAL” supply chain information>

\devFolder\
• <Configuration files with passwords and keys>
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Permissive Global File Shares

Opportunity to tamper with file integrity



• Make sure staff don’t use usernames or popular passwords
Example:

• Nov2022
• Fall2022
• Nov22!

• Make sure helpdesk provides complex temp. passwords
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Password Policy



• Can you get a hold of the CISO on a Sunday at 4AM ET?

• Red Team exercises been performed in the past? 

• How fast can your team respond and recover from an attack?
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Incident Response



Recommendations

OSINT

• Check what is publicly exposed/leaked that can be leveraged by attackers

• Make sure staff does not expose sensitive details of projects in LinkedIn, 
Stackoverflow, or Github
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Recommendations
External Security / Internal Security

• Enforce MFA

• Prepare a Continuous Vulnerability Assessment  (CVA) Program
• Find vulnerabilities, track trends, Identify rouge assets

• Patch and Update Applications Frequently

• Apply Network Segregation

• Decommission End of Support Assets

• Perform Rigorous Configuration Reviews

• Make Sure Adequate Logging is in Place

• Lookout for “OutputStream”/”InputStream” (deserialization) in code

• Cloud: Review “Security Center”/”Security Hub” Reports
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Recommendations
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Organization Conduct

Training

• Discourage Weak Passwords

• Send Developers “OWASP Top 10”

• Use modern web frameworks

• i.e., Input/Output filtering (i.e., change “<“ to “&lt”)  to prevent <script></script>

• Validate Access Controls

• Discourage using global share folders for sharing sensitive files

Planning

• Prepare Incident Response Plan

Exercises

• Tabletop Exercises

• Red Teaming



Thank You
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