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Pen-test vs Red Team

Penetration Test Red Teaming

Application Security

Application Security
Infrastructure Security

Under Assessment

People, Processes

Detection Effectiveness

Infrastructure Security (IDS & EDR)

Logging

Only a few
(Blue Team Not Aware)

Who is Aware of Assessment? Everyone in organization

Volume of Security Events

Low

High (Need to be Under the Radar)



Outline

* Model of Corporate Network
* Open-Source Intelligence

* External Security

* Internal Security

* Organization Conduct
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Model of Corporate Network
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Open-Source Intelligence




OSINT

Goal: Find sensitive info. about the organization and it's systems.

* Private customer information « Technologies Used
« Administrative user guides » UserlDs
* subdomains  Leaked source code

- Unintended exposed ports/services < API keys / passwords



OSINT - Shodan

SHODAN Explore Downloads Pricing £ port:21 "220-QTCP" country:"US,CA" as400 Account

TOTAL RESULTS ' : s : ' & :
————— ettt RERRNE - m View Report &J Download Results [ Historical Trend [IU View on Map
57 New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
RSl logs 2021-11-11T01:49:35.357265
——————————————————————————————————— E'«‘l'-'.":.‘ Networks 220-QTCP at AS400.
;ﬁ 220 Connection will close if idle more than 5 minutes.
== United
” States, White Plains 530 Log on attempt by user ANONYMOUS rejected.

214-Server-FTP commands follow:

' 214-Unsupported commands marked with an *.
214-ABOR, ACCT*, ADDM, ADDV, ALLO*, APPE, AUTH, CDUP, CRTL, CRTP, CRTS,
214-CWD, DELE, DLTF, DLTL,

United States 56
Canada 1
220-QTCP at AS400. FREIGHT.COM.
e LC 220 Connection will close if idle more than 5 minutes.
) OzarksGo. LLC
______ L’_~ - 530 Log on attempt by user ANONYMOUS rejected.
== United iy .
New York Crty 7 States, Fayetteville 214-Server~-FTP commands follow:
214-Unsupported commands marked with an *,
Atlanta 3 214-ABOR, ACCT*, ADDM, ADDV, ALLO*, APPE, AUTH, CDUP, CRTL, CRTP, CRTS,

214-CWD, ... A
Chicago 2



OSINT - RisklQ
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OSINT - DNSdumpster

& —-> C ( & dnsdumpster.com/static/graph/

dnsdumpster.com - OSINT for Network Infrastructure

¥
Export as PNG == Download XLSX o - L
| S <ich.com |
DIGITAL
2540 oight com A (
K ’ freight.com




OSINT - Github & Stackoverflow

» Are employees or contractors accidently leaking code
in Stackoverflow or Github?

o GitHub -

< —- C ( & github.com/

// API key created
// Name: appl
// Key: 0ZdNlr7LrQo 'BmFMq

2022-1-17 © 2020, Red Canari
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OSINT - Other Places to Look

 filetype: pptx, docx, xlsx, ext..
 site:<companywebsite>

Company Website Staff Directory
* Look for IT Accounts

» Web Crawling Files atlow: 7a
* https:\\<org>\robots.txt il A i S

éite.'nap: https://example.com/sitemap.xml

Internet Archive
* Are sensitive leaks permanently logged?
 https://archive.org/

LinkedIn Bios and Job Postings
« What kind of technology is used in your organization?

Google / DUCkDUCkGO "Dorkiﬂg" Go g|e site:123xyzlogistics.com filetype:docx

{=
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Lack of MFA (Multi-Factor Authentication)

* Login Portals are Susceptible to Brute force Attacks
 Potential Data Sources for Accounts:

« COMB (Compilation of Many Breaches) - 3.2 Billion Email/Passwords
VP@ * Build login usernames based on staff names found in LinkedIn

« Company directories

* Techniqgues
"““% » Password spray (Takes into account time-out delays)

» Social-engineering to get answers for password reset security questions




QA Exposed to Internet

» Does site need to be accessed from all corners of the world?

BT 2 70 - . I
m
c 2 C (@ https://www.ga. logistics.com ) '




L ack of Patch
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Lack of Patch Planning

2022-1-17

External Threat
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Lack of Patch Planning

Example: Enterprise Resource Planning Software

* Oracle PeopleSoft

« (CVE-2022-21481) Stored Cross-Site Scripting
« (CVE-2022-21543) Remote Code Execution via Java Deserialization

Serialization : Deserialization

2022-1-17



Public Blob Storage Accounts
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Lack of Network Segregation
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Lack of Network Segregation
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Lack of Network Segregation
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Lack of Network Segregation
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Lack of Network Segregation
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Lack of Network Segregation
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* Ability to pivot to other systems

* QOpportunity to establish footholds in assets the network

* Wide attack surface E
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Default Credentlals or Weak Passwords
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2022-1-17

.

Staff Laptop

Int. App Server
(PROD)

SW|tch/Router

H Domain Controller i
Virtual Machine Server
(ESXi) :

- @ Enterprise Tools
‘ (Third Party)

@ In-House Tools
./ (Custom: QA, PPR, PROD)

E Workstations

-
33

______________________________________________________________________________



(S

Breached Staff Credentials
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Detault Creden’ua\s or Weak Passwords
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Detault Creden’ua\s or Weak Passwords
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 Ability to change firmware?

 Enable other services?

 Perform further reconnaissance?

(example: print history logs - doc. name, usernames)

Oops!
— % Workstations

---*—== Printers

* Does “admin:admin” work?

« Can passwords be found in admin guides?

Vision_...
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Operating System(s) No Longer Supported

SIEM
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Operating System(s) No Longer Supported
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Permissive Qutbound Network Access
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Lack of Adequate Logging
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Lack of Adequate Logging
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Lack of Adequate Loggmg

[

 Which attack on network is tied
to which VPN credential?

 Difficult to perform digital forensics and
incident response (DFIR) after an incident

2022-1-17
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Excessive Open Ports
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Excessive Open Ports

Green Screen Client

IBM i Application

it
for Business

QSECOFR

IBM i Operating System

*.exe

|
1
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Staff Creds : :
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IBM Power System
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Oops!

(ssh, db, ftp, admin portal ext..) © 2020, Red Canari I X 4
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Insecure Data In Transit

« Use of Insecure Protocols
Using HTTP (80) instead of HTTPS (443)
e HTTP: <IP>:2004/ibm/console/logon. jsp
FTP :Port 21

Protocol linfo

52307 - 21 [ACK] Seq=1 Ack=1 Win=64240 Len=0

FTP Response: 220-QTCP at | <target server>

TCP 52392 - 21 [ACK] Seq=1 Ack=32 Win=64209 Len=0

FTP Response: 220 Connectlon will close if idle mort
52392 - 21 [ACK] Seq=1 Ack=88 Win=64153 Len=0

Request: USER"<e3 ~
TCP 21 — 52392 [ACK] Seq-88 Ack 15 W1n 64240 Len=0
FTP Response: 331 Enter password

52392 - 21 [AGK- . aR-64132 Len=0
Request: PASS

=64240 Len=0

« Telnet (TN5250, TN3270): Port 23



Citrix Breakout

Details

]

Adobe Reader

Details

o

Layered Chrome

w Pictures

B3 This PC

B Select C

C:\indows\System32>systeminfo

o) 3D Object

I Desktop

Host Hame:
0S Hame:

Windows' System32 emd.exe

%) Documen0S Version:

B naoaa.

_JOS Maanacturgv:

@ citrix Receiver - E X
Citrix StoreFront [ pin Borkar ¥
FAVORITES
Ry, DB ozl b R
- Details - Details r |
.y e %
Citrix Desktop Managed Win10 SIN Desktop C'trlx user can traverse ﬁle
system and execute
cmd.exe to run operating
< system commands
Details Pg Details
< |/ [/_:
Microsoft Word 2013 Microsoft PowerPoint 2010
4) > ThisPC » Local Disk (C) » Windows » System3l
% ganize v New folder
Ope a R¢ e Mame ) Date modified
Details Details ick access : 3 .
% Open.. 4 clthast.dil | | | AM
Microsoft PowerPoint 2013 Microsoft OneNote 2013 o = clusapidil ! c I%
¥ DoWgloads 3 emefg32.dil 9/15/2018 3:13 AM
5| Docurifgnts B cmd 021 3:56 PM
e il emnelase Al QAL 0010 211 ARA




Common Issues With In-house Tools

(ﬁ owasp.org/www-project-top-ten/

Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021
A01:2017-Injection , 7 A01:2021-Broken Access Control
A02:2017-Broken Authentication - _ )‘4,,,’? A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure —— / »A03:2021-Injection
A04:2017-XML External Entities (XXE) . (New) A04:2021-Insecure Design
A05:2017-Broken Access Control -~ S, A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration — > A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) ~ S A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization - (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring p— (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey



Common Issues With In-house Tools

* Broken Access Control — Example HTTP Request

Request

Pretty Raw Hex =] \n =

1 POST /AdminPortal/AdminFunction/UpdateUserPermission HTTP/2

2 [Host: S

3 Cookie: ASP.NET Sessionld=jbzlhga40okgyiwergvj2zmd; _ RequestVerificationToken L21nbml0ZWN40=
~V1DhZVybS4wmcxoinJ3Lvta¥YXMDuKlhwca22Q8nnkze j8AmnT-6gri_ ZalkmbOfOCOxXEZ8oLpuSDmXBRkg6 jvqU4Kc5y5S ; _ga=

GA1.2.179789185.1667566722; _gid=GAl.
23DAA853B2EAC4D285957BFCCO
4EF1EBFAO9EB3A3C8D9A4DDSEO7EIB6EECOE]
Content-Length:
Sec-Ch=Ua: "Chr
Accept: */=*
Content-Type: a
X-Requested-Wit
Sec~-Ch-Ua-Mobile

1122261743.1667566722; _fbp=fb.1.1667566765212.2125335493; .ASPXAUTH=
il 7FDC60DEFOFD6D257F6C26CFEF04A0913A921417824198ED06F2298E959F555240415D6EF62FFEL13D

- Can "read only" user access
resource without Ul?

~l o U .

UTF-8

b Pt et et et et et et
sl WU B W N e

N )

oW o

QW o

Sec-Ch-Ua-Platform: "macOS"
Origin:

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec~Fetch-Dest: empty

Referer:

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

userid=303223&isSuperAdmin=Falses&Password=||| | IIIIIIEIEIGIGgGTEEE

49



Common Issues With In-house Tools

* Broken Access Control - Example HTTP Request

Request

Pretty Raw Hex =] \n =
1 POST /AdminPortal/AdminFunction/UpdateUserPermission HTTP/2

2 Host:

3

Cookie: ASP.NET Sessionld=jbzlhga40okg
~V1DhZVybS4wmcxoinJ3Lvta¥YXMDuKlhwca22(
GA1.2.179789185.1667566722; _gid=GAl.
23DAA8B53B2EAC4D285957BFCCO,
4EF1EBFAO9EB3A3C8DI9A4DDSEOT7EIB6EECOE]
4 Content-Length:
5 Sec=Ch-=Ua: "Chrg
6 Accept: */*
7 Content-Type: a
8 X-Requested-Wit
9 Sec-Ch=Ua-Mobile
0

jwergvij2zmd; _ RequestVerificationToken_L21nbml0ZWN40=
nnkzej8AmnT-6gri_ZalkmbOfOCOxXEZ8oLpuSDmXBRkg6 jvqU4KcS5y5 ; _ga=
1122261743.1667566722; fbp=fb.1.1667566765212.2125335493; .ASPXAUTH=

i 7FDC60DEFOFD6D257F6C26CFEF04A0913A921417824198ED06F2298E959F555240415D6EF62FFE13D
E|

Can "read only" user access
resource without Ul?

11 Sec-Ch=Ua=Pls
12 Origin:

13 sec-Fetch-si QENACRVSICIg | DERCEIY
14 Sec-Fetch-Moc

15 Sec-Fetch=-Des enumerable
16 Referer:

17 Accept-Encodi ; derrarce
18 Accept-Languag® en-US,en;qg=0.9

20 userid=303223&isSuperAdmin=FalsesPassword=|IIIIEGzNGzGgGgGNGNGEGEE
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Common Issues With In-house Tools

* Broken Access Control — Example HTTP Request

Request

Pretty Raw Hex =] \n

2
3

~l o U

POST /AdminPortal/AdminFunction/UpdateUserPermission HTTP/2
Host:

Cookie: ASP.NET Sessionld=jbzlhga40okg
=V1DhZVybS4wmcxoinJ3LvtaYXMDuKlhwca22(

jwergvj2zmd; _ RequestVerificationToken_L21lnbml0ZWN40=
nnkzej8AmnT-6gri ZalkmbOfOCOxXEZB8oLpuSDmXBRkg6 jvqU4Kc5y5 ; _ga=
GA1.2.179789185.1667566722; _gid=GAl.JW1122261743.1667566722; _fbp=fb.1.1667566765212.2125335493; .ASPXAUTH=
23DAAB53B2EAC4D285957BFCCO 7FDC60DEFOFD6D257F6C26CFEF04A0913A921417824198ED06F2298E959F555240415D6EF62FFE13D
4EF1EBFAQO9EB3A3C8D9A4DDBEO7ELIB6EECOE] E|
Content-Length:
Sec-Ch-Ua: "Chr
Accept: */*
Content-Type: a
X-Requested-Wit
Sec-Ch-Ua=-Mobile

Can "read only" user access
resource without Ul?

Sec~-Ch-Ua=Plg
S Are userlDs easily Can "read only"

Sec~Fetch-Moc

Sec-Fetch-Des enumerable user change
Referer: . .
Accept-Encodi : ICC perm|SS|0nS?

Accept-~Langua

userid=303223&isSuverAdmin=FalsetPassword=|jj | IIIINEIEGNGEGEEEE

en-US,en;qg=0.9
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Common Issues With In-house Tools

Poor Software Design
« Example: Object Deserialization Vulnerability (Password Reset Link)

NOTIFICATION - Request to Change Password - Link © S « ~

Hello XYZ,
A request has been made to change your password.
Click this Ii_n'ktto change your password.

Link:
https://companyabcd.com/portal/changepassword/rOOFBXNyFBFqY 1hcFUH2sHDFODRFwWFGRgFKbG9hZEZ0Y3
RvckkFGXRocm! 20FFFFFFFFEX: dFFRZGFOYVNjYWRIbnp bmF2YS51dGlsLkRddGVoaoEBS1I0
GQMFFHhwdwgFFFGL e2VybmFtZXQFG

( ® O base64decoded.txt |

base64decoded.txt li
207 | ~HEsr@java.util.HashMapbbl' CF@loadFactorl® classx?@el @teexpirationr@java.util.DatehjlKYt r} 52 E
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Verbose Errors

|dentify technologies used

Classes
Libraries
SQL schemas

System file paths

2022-1-17

Server Error in '/' Application.

Could not load file or assembly ‘CrystalDecisions.CrystalReports.Engine, Version=13.0.2000.0,
Culture=neutral, PublicKeyToken=692fbea5521e1304' or one of its dependencies. The system cannot find
the file specified.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code

Exception Details: System 10 FileNotFoundException: Could not load file or assembly ‘CrystalDecisions CrystalReports Engine. Version=13.0 2000 0. Culture=neutral
PublicKeyToken=692fbea5521e1304’ or one of its dependencies. The sysiem cannot find the file specified

Source Error:

An unhandled exception was generated durlng the exscutlon 0f the current web request. Information regarding the orlgln and locstion of the exteption can be ldentl®led using the exceplion stack trece

below.

Assembly Load Trace: The following information can be helpful 1o determine why the assembly 'CrystalDecisions CrystalReports Engine, Version=13.0.2000 0. Culture=neutral
PublicKeyToken=692fbea5521e1304’ could not be loaded

WRN: Assembly binding logging is turned OFF.

To enable assembly bind failure logging, set the registry value [HKLM\Software\Microsoft\Fusion!EnablelLog] (DWORD) to 1.
Note: There is some performance penalty associated with assembly bind failure logging.

To turn this feature off, remove the registry value [HKLM\Software\Microsoft\Fusion!Enablelog].

Stack Trace:

[FileNotFoundException: Could not load file or assembly ‘CrystalDecisions.CrystalReports.Engine, Version=13.0.2000.0, Cultur
MetTeamShared.CrystallWrapper..ctor(String path, Culturelnfo reportlLocale, IlocaleEngine engine, Nullable’1l offset, Nullat
orx.Helpers.CrystalHelper.GetDocument(String reportName, Boolean loadConnectionString) +298
orx.Controllers.CrystalController.RenderReport(String id, Dictionary®2 parameters, String outputName, Boolean asAttachmer
lambda_method(Closure‘, ControllerBase , Object[] ) +347 Image Reference (Fluke)
Svstem.Web.Mvc.<>c DisplavClassl.<WrapVoidAction>b @(ControllerBase controller. Obiectl]1 paramet =~


https://support.flukecal.com/hc/en-us/articles/360035774291-METTEAM-Report-Errors

Third Party Applications

» Can attacker easily decompile the binary?
« JAVA (Example Decompiler: Intellij)
 .NET (Example Decompiler: dotPeek)

2022-1-17

[d JetBrains dotPesk
File View Navigate Inspect Tools
[« SN W N
Assembly Explorer
FHMARIRBL
[l macos-x64
5] macos-x64.dbg
[ Msix64
= Msix86
> ] NUnit2
> [ nunit3
4 & psiTasks
D «0 antlr.runtime
D <O Cslex
4 <O ErrorsGen
> ;53 References
4 ) JetBrains.ReSharper.Build.Tools
P ErrorClass
D &E orDescriptionGenerator
4 % ErrorsGen
b Base types
@ Execute():bool
InputFile:ITaskltem

LangMacro:string

Windows | Help

Dew Brrd BED

Assembly Explorer  Ctrl+Alt+L
Process Explorer B4 HighlightingBase.cs  IGeneratablecs  InfoClass.cs  LanguageType.cs
Properties F4 skItem OutputFile { get; set; }
Find Results Ctrl+Alt+U

ry>
Hierarchies ge (used to replace '$LANGS')
File Structure Ctrl+F11

ary>
Pdb Access Log Ctrl+Alt+Y ing LangMacro { get; set; }
Project/Pdb Generation Log
IL Viewer ing TargetlLanguage { get; set; }

@

public override bool Execute()

{
try

{

WorkMode workMode = (WorkMode) Enum.Parse(typeof (WorkMode), this.Mode);

string metadatal = this.InputFile.Get‘]etac‘alta("FullPath");

if (string.IsNullOrEmpty(metadatal))

throw new InvalidOperationException("The InputFile is required.");

if (!File.Exists(metadatal))

throw new InvalidOperationException(string.Format("The input file “{@}

string metadata2 = this.OutputFile.GetMetadata("FullPath");

if (string.IsNullOrEmpty(metadata2))
throw new InvalidOperationException("The

Image Reference (dotPeek)

ratiirn new ErrarDecerintinnGenaratarl) Ganse
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https://www.jetbrains.com/decompiler/

\'4

ks

Organizational Conduct




Permissive Global File Shares

- \\org\globalshare\...

\ITDepartmentTools\

« <directory to put to malware>

\QuarterlyFinancialReports\
« <"CONFIDENTIAL" financial reports>

\Inventory\
« <"CONFIDENTIAL" supply chain information>

\devFolder\

« <Configuration files with passwords and keys>

2022-1-17 © 2020, Red Canari

General Securty Details  Previous Versions

Object name:

Group or user names:

Everyone

To change permissions, chck Edit. Edt_

Permissions for Everpone Allow Deny
Full control
Modify
Read & execute
Read
Write
Special permissions

Opportunity to tamper with file integrity

R X 4



Password Policy

» Make sure staff don't use usernames or popular passwords

Example:
 Nov2022
« Fall2022
* Nov22!

i ]

-t ‘transport.com -sk -1b ./CompilationO0fManyBreaches/ --loose |

Found occurrence [./CompilationOfManyBreaches/data/j/o/g] Line 40877: al
Found occurrence [./CompilationOfManyBreaches/data/a/m/a] Line 1337588:
Found occurrence [./CompilationOfManyBreaches/data/b/f] Line B6340: @
Found occurrence [./CompilationOfManyBreaches/data/r/h] Line 1053906: al
Found occurrence [./CompilationOfManyBreaches/data/h/s] Line 903126: ° a
Found occurrence [./CompilationOfManyBreaches/data/h/e/n] Line 1358505:
Found occurrence [./CompilationOfManyBreaches/data/p/symbols] Line 1772328:
Found occurrence [./CompilationOfManyBreaches/data/p/symbols] Line 1772329:
Found occurrence [./CompilationOfManyBreaches/data/p/a/r] Line 2033285:
Found occurrence [./CompilationOfManyBreaches/data/m/f] Line 123173:
Found occurrence [./CompilationOfManyBreaches/data/m/h] Line 914@43: a
Found occurrence [./CompilationOfManyBreaches/data/c/v] Line 115713:
Found occurrence [./CompilationOfManyBreaches/data/s/a/n] Line 2694542:

grep: (standard input): binary file matches

1)

=

transport,com:summerdl
transport.com.au:summer@s

transport.com: summer
a)
aj transport.com:summerl&@707
ay transport.com:summerlilly

al transport.com:fall2@@9

transport.com:21lspring

] transport.com:fall2@1ll

-

o transport.com:summerl2

* Make sure helpdesk provides complex temp. passwords

2022-1-17

© 2020, Red Canari
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Incident Response

« Can you get a hold of the CISO on a Sunday at 4AM ET?
* Red Team exercises been performed in the past?

* How fast can your team respond and recover from an attack?



Recommendations

OSINT

- Check what is publicly exposed/leaked that can be leveraged by attackers

» Make sure staff does not expose sensitive details of projects in LinkedIn,
Stackoverflow, or Github



Recommendations

External Security / Internal Security

Enforce MFA

Prepare a Continuous Vulnerability Assessment (CVA) Program
* Find vulnerabilities, track trends, Identify rouge assets

Patch and Update Applications Frequently

Apply Network Segregation

Decommission End of Support Assets

Perform Rigorous Configuration Reviews

Make Sure Adequate Logging is in Place

Lookout for “OutputStream”/"InputStream” (deserialization) in code
Cloud: Review “Security Center”/"Security Hub” Reports



Recommendations

Organization Conduct
Training
« Discourage Weak Passwords
« Send Developers "OWASP Top 10"
* Use modern web frameworks
* i.e., Input/Output filtering (i.e., change “<" to “&It") to prevent <script></script>
« Validate Access Controls
» Discourage using global share folders for sharing sensitive files

Planning
 Prepare Incident Response Plan

Exercises
* Tabletop Exercises
* Red Teaming
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